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Part 1: Introduction  

 

This report aims to describe the regulations and guidance governing the privacy-research 

interface in Denmark, Finland, Iceland, Norway and Sweden (the Nordic region) and Taiwan. 

The specific focus is on research involving genetic databases and bio-banks (BBGDs), which 

the project has defined as: 

 

 Biobank: ña bio-bank contains samples of human biological substances (e.g. cells, 

blood, tissue or DNA)ò 

 

 Genetic Database: ña genetic database contains genetic informationò (PRIVILEGED 

2008b).  

 

The structure and content of this report draws from the key themes of the initial 

PRIVILEGED questionnaire (PRIVILEGED 2008a). Part 1 of this report introduces the 

countries from the Nordic region, with an overview of the law and existence of BBGDs both 

in the region and in each country (also see Appendix 2). Taiwan is then introduced as a 

comparison to the European countries. The main body of the report (Part 2) describes the 

legal framework relating to the key themes, with pop-out boxes focussing on specific areas of 

interest. Part 3 includes information on relevant guidance in each country, considering 

whether it affects the legal position outlined in Part 2. The conclusion in Part 4 aims to 

comment on these findings, highlighting interesting positions and potential problems as well 

as reflecting on the national regulation on personal data as compared to biological samples.   

 

1.1 The Nordic Region 

 

This section first gives an overall introduction to the Nordic region, both from a legal 

perspective and in relation to cooperation relevant to research using BBGDs. Following this, 

each Nordic country is considered separately; with a brief summary of the type of legal 

system that governs privacy in BBGDs, and the types of research activity with BBGDs in that 

country. A summary then provides an overview of the different approaches to legislation and 

research using BBGDS in the Nordic countries themselves. 

From the perspective of Comparative Law, the legal systems of Denmark, Finland, 

Iceland, Norway and Sweden are often classified together as the ñScandinavianò or ñNordicò 

group (Husa et al 2008). They are also classed as Civil Law countries, often sub-grouped into 

ñScandinavian Civil Lawò. Although they have this classification, they do not codify the law 

like France or Germany. However, the majority of the law is contained in formal legislationð

which is seen as the supreme source of law (Ibid.). The law in the Nordic countries can be 

seen as a mix between powerful (Romano-) Germanic elements, and weaker aspects of 

common law, resulting in a mixed or hybrid system (Ibid., 10). Detailed preparatory works to 

the laws (travaux préparatoires) are also the norm in Nordic countries, important to help 

Courts interpret the laws (Ibid., 43). This report therefore focuses on statutes in each country, 

together with the preparatory works, and contains reference to few Court cases. 

The Nordic countries are cooperating to produce uniform legislation throughout the 

region (Nordic or Scandinavian Law) and consult each other with regards to implementing 

European Directives (Smits 2007, 15). The uniform legislation and cooperation, however, are 

ñonly successful where there is a practical commercial need to create uniform law; mainly the 

law of contract and some related areasò (Ibid.). Dotevall observes that this occurs mainly in 
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private law, with the exception of real estate (as yet there is no ñNordic Civil Codeò or 

anything similar) (2006, 699). This is evidence of the extensive legal cooperation between 

these countries and hints at their ñclose political, historical and cultural tiesò (Smits 2007, 16).  

Despite similarities and cooperation in the ñNordicò group of legal systems, Dotevall 

(2006, 699) states that there are ñclear differences among the Nordic systems themselvesò. 

Husa et al (2008, 7) discuss the problems of the ñNordicò grouping in general, also 

introducing the idea of differences between the East-Nordic (Finland and Sweden) and West-

Nordic areas (Denmark, Iceland and Norway). The differences may also be a result of 

different policies being held by the countries on specific topics. For example, a report by 

Burrel (2006, 74) on Assisted Reproduction in the Nordic Countries: A comparative study of 

policies and regulation noted that even ñ[a]fter five decades of intermittent attempts [at 

harmonization], the Nordic countries still have very different policies in the field of assisted 

reproductionò. A Nordic Committee on Bioethics exists, partly with the task to promote 

collaboration on bioethical issues and to contribute to a joint Nordic debate on bioethical 

questions (2009), and the committee has issued reports on human biobanks and the question 

of who owns genes? An overview of legislation on biobanks prepared for the committee in 

2006 shows that the law in the Nordic countries was different on questions such as: whether a 

biobank requires a licence, consent for new and different uses, and options on withdrawal of 

consent. Therefore, while this report does group the countries into one Nordic region, they are 

considered separately in terms of the legal position, and the question of whether the policies 

are still different is an interesting one for this report.  

In terms of research involving BBGDs: ñ[t]he Nordic countries have a long tradition 

of large-scale biobanking and comprehensive, population-based health data registries linkable 

on unique personal identifiers, enabling follow-up studies spanning many decadesò, which 

can add up to ñpowerful database systemsò (Pukkala et al 2007, Frank 2000). Cooperation in 

research does take place. Examples include the Nordic Biological Specimen Banks working 

group on Cancer Causes & Control, including biobanks and cohorts in Finland, Iceland, 

Norway and Sweden; and the Nordic Centre of Excellence in Disease Genetics, which has 

investigators from Denmark, Finland and Sweden studying the genetic background of 

metabolic syndrome, autoimmune and inflammatory diseases and colon cancer (Swedish 

Research Council 2008). There is also a Nordic EMBL Partnership for Molecular Medicine 

including institutes in Norway, Finland and Sweden, which will facilitates access to databases 

and infrastructure amongst other things (EMBL 2007). 

This review of the law and research relevant to BBGDs in the Nordic region shows 

that while there are reasons to study the region as a whole (its degree of similarity and 

cooperation), there are also reasons to study the countries separately (differences between the 

legal systems themselves). It also shows that interpreting statute law while considering key 

Court cases is an appropriate way to give an overview of the legal position in each country, 

and this is the approach followed in this report. A summary of the relevant law and research 

in each of the Nordic countries is introduced below.
1
  

 

                                                 
1
 The information is brief because the project partners provided more detailed information in reports also 

published as part of the PRIVILEGED project. The legal information is also summarised in Appendix 2 to this 

report. 
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1.1.1 Denmark  

 

Denmark is a member of the EU and has implemented the Data Protection Directive through 

the Act on Processing of Personal Data (APPD) 2000. The data protection legislation is 

interpreted to also apply to biological samples, and extends to registration of biobanks with 

the Data Protection Agency.
2
 There are many other relevant acts and ministerial orders which 

apply to both samples and data used in research involving BBGDs in Denmark. There is the 

Act on a Biomedical Research Ethics Committee System (2003) governing biomedical 

research projects involving human beings, and acts containing provisions on patientsô rights, 

including the Act on Health (Consolidation Act 2008) and the Act on Patientsô Rights (1998). 

These Acts have supporting administrative regulations covering topics such as information 

and consent in biomedical research (Ministerial Order No. 806 of 2004) and the ñUse of 

Tissue Registerò (Ministerial Order No. 966 of 2004). Other law is also relevant (see 

Appendix 2).  

 Existing BBGDs in Denmark include: ñBiobank Denmarkò which is an effort to 

harmonise all Danish biobanks that are to be used for research purposes, counting 

approximately 15 million samples in the major Danish biobanks; 135 biobanks have 

registered with the Data Protection Agency, which is thought to be incomplete; also many 

Danish biobanks are dual use (diagnostic and scientific), for example the Danish PKU 

(Phenylketonuria) Biobank containing Guthrie cards with a spot of blood, covering all 

newborn children in Denmark. Frank (2000) states that ñDenmark has earned a preeminent 

reputation for possessing the most complete and interwoven collection of statistics touching 

on almost every aspect of lifeò, with the Government compiling ñnearly 200 databases, on 

everything from medical records to socioeconomic data on jobs and salariesò, all linked with 

one ID number. Some researchers aim to connect these databases to genetic information ñto 

shed light on the complex interplay between familial disposition and the environmentò (Ibid.).    

   

1.1.2 Finland  

 

In Finland, the law implementing the Data Protection Directive is the Act on Personal Data 

(APD) 1999. Several more specific laws apply to research whose provisions may override the 

rules in the APD. The Finnish Act on Medical Research 1999 applies to most medical 

research involving patients and/or human tissue and contains more specific rules than the Act 

on Personal Data in that context. The Finnish Act on the Medical Use of Tissues and Organs 

(the Tissue Act) (2001) applies to the utilisation of human tissues, generally in a 

transplantation context but it also includes specific rules concerning the use of tissues in 

research, which override both of the previous acts. One Government Regulation (1999) also 

contains provisions relating to consent and information requirements for medical research. 

Legislation on biobanks is also currently under preparation in Finland, at the time of writing 

this report. 

 Existing BBGDs in Finland include the National Biobank of Finland that preserves 

DNA cohorts collected in Finland, and the facilities at the National Institute for Health and 

Welfare hold DNA from more than 200,000 individuals.
3
  

 

                                                 
2
 The list of registered biobanks is available through the website of the Danish Data Protection Agency, 

http://www.datatilsynet.dk/ (last accessed 10
th
 November 2009). 

3
 See the website http://www.nationalbiobanks.fi/  (last accessed 10 November 2009). 

http://www.datatilsynet.dk/
http://www.nationalbiobanks.fi/
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1.1.3 Iceland  

 

Iceland is a member of the European Economic Area (EEA) and has implemented the Data 

Protection Directive through the Act on the Protection of Privacy as regards the Processing of 

Personal Data 2000. The Act on a Health Sector Database 1998 governs the creation and 

operation of a centralised database of non-personally identifiable health data (including 

genetic data) in order to increase knowledge to improve health and health services (Article 1). 

This Act does not apply to biological samples. One important Icelandic Supreme Court Case, 

Gudmundsdottir, R. vs. The State of Iceland (2003) applies to this Act, and is described 

further below. This case in effect showed the Act to be unconstitutional, as it did not protect 

privacy sufficiently considering the privacy provisions in the Icelandic Constitution (Nordal 

and Thorgeirsdottir, PRIVILEGED report 1). The Act on Biobanks 2000 applies to the 

collection of biological samples, and their keeping, handling, utilisation and storage in 

biobanks: ña collection of biological samples which are permanently preservedò (Arts. 2 and 

3). The Act does not cover samples that are temporarily stored for up to five years, which may 

include samples used for research. This Act is complemented by Regulations on the keeping 

and utilisation of biological samples in biobanks 2001.  

deCODE Genetics, a private, for-profit company, was to construct the Health Sector 

Database (HSD) with the idea of cross-referencing it to genealogical data and genetic data. 

Nordal and Thorgeirsdottir state that the HSD was never actually realised (PRIVILEGED 

Report Stage 1). deCODE used medical records for specific research projects and collected 

genetic samples from over a third of the population (140,000 people, Sample 2009). It also 

created a database with the genealogies of the population from the settlement in the 9
th
 

century to the present day that has been made open to the public (ñĉslendingab·kò). deCODE 

developed into a pharmacogenetics company over the years, however, it filed for bankruptcy 

in 2009 amidst financial problems (Sample, 2009). Other research biobanks also exist, one 

example being the Reykjavik Heart Study run by the Icelandic Heart Association. The 

Director General of Health must annually issue a register of biobanks, purposes, activities and 

protocols under Article 12 of the Act on Biobanks 2000.  

  

1.1.4 Norway  

 

Norway is a member of the EEA and has implemented the Data Protection Directive through 

the Personal Data Act (PDA) Act 2000. The Act on Medical and Health Research 2008 

(Health Research Act) regulates medical and health research involving natural persons, 

human biological material and health information since 1 July 2009. The Act contains a 

chapter on research biobanks and research involving human biological material. Other 

regulations still apply in certain contexts. The Norwegian Biobanks Act 2003, which applied 

to biological material (even to one blood sample held for research) and information generated 

as a result of processing the sample (even after the biological material itself is destroyed), is 

now entitled the Act on Treatment Biobanks and regulates the establishment of treatment and 

diagnostic biobanks. The Act on the Application of Biotechnology (Biotechnology Act) 2003 

(as amended) contains provisions on the use of genetic information (not defined) in research 

that still apply since the Health Research Act came into force. The Biobanks and Personal 

Data Acts are included in this report as the more recent Health Research Act builds on their 

provisions and ñrepresents more continuity than change with regards to legal requirementsò 

(Kvalheim, Skolbekken and Ruyter, PRIVILEGED Report Stage 2).   
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In Norway, the Institute of Public Health runs a public register of the establishment of 

research, diagnostic and treatment biobanks.
4
 At least 1712 research biobanks have been 

established in Norway since July 1, 2003 (245 are registered as established before that date). 

There is also information about 182 diagnostic and treatment biobanks (see Kvalheim, 

Skolbekken and Ruyter, PRIVILEGED Report Stage 2). Both types of biobanks contain 

several million samples. Biobanks for Health (Biohealth Norway) has been established to 

extend, and encourage the cooperation of, already existing epidemiological surveys such as 

the Cohort of Norway (CONOR) nationwide epidemiological database (combining several 

large regional health studies) and the Norwegian Mother and Child study. This is contrary to 

the idea of establishing one large national research biobank. The Nord-Trøndelag health study 

(HUNT) is an example of one regional health study, which collected health histories, 

genealogies and biological samples to look at various health topics. It now exists as a biobank 

together with a database cross-linking family and individual data with regional and national 

health registries.  

 

1.1.5 Sweden  

 

Sweden has enacted a number of statutes and ordinances at least partly for the implementation 

of the Data Protection Directive, thus explicitly addressing different areas of processing of 

personal data, as defined in the Personal Data Act 1998 (see Appendix 2). This personal data 

legislation is subsidiary to the Access to Official Documents/Freedom of Information body of 

legislation when public authorities process the data. The Act on Ethics Review of Research 

Involving Humans 2003 covers research involving the processing of sensitive data concerning 

living persons, as well as research involving the use of samples, amongst other things. The 

Act on Genetic Integrity 2006 covers the use of genetic information derived from health care 

activities or medical research. The Biobanks in Medical Care Act 2002 covers samples 

collected within the professional activities of a health care provider that can be traced back to 

an identifiable donor (excluding those collected by pharmaceutical companies or research 

institutions). The Biobanks Act is at present being revised. There are other laws dealing with 

donor autonomy, removal of biological samples for research from deceased persons, and 

standards and quality of human tissues and cells, which are relevant in certain contexts (see 

Appendix 2).  

Two types of Biobanks may be used for research purposes in Sweden: research 

biobanks and dual or multi-use biobanks. In relation to biobanks established for research 

purposesðthe National Board of Health and Welfare keep a register when the biobank falls 

under the Biobanks in Medical Care Act 2002. A request to the Board for details of registered 

biobanks mentioned approximately 25 research biobanks containing 0ï30,000 samples. A 

report by the Swedish Research Council (2008) does list some of the largest (primarily) 

research biobanks, including the: Medical biobank in Umeå; Karolinska Institutet (KI) 

Biobank; Cohort of Swedish Men; and All Babies in Southeast Sweden (ABIS). At one stage 

all commercial rights to the medical biobank in Umeå was assigned to a company called 

UmanGenomics, created by by Umeå University in collaboration with Västerbotten County 

Council (Hoeyer 2006). Rose (2006) suggests the company failed because it could not secure 

adequate investment. Lifegene is a prospective cohort study planning to study half a million 

Swedes (using samples, questionnaires and follow-up) with the aim of creating new tools to 

prevent, diagnose and treat common diseases. 

                                                 
4
 Available online at http://www.fhi.no/ (last accessed 19 January 2010). 

http://www.fhi.no/
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The Swedish National Biobank Program estimates that the health care system contains 

50ï100 million samples. These biobanks will then often be available for research use 

afterwards. The Swedish Association of Local Authorities and Regions (SALAR) has made 

efforts to coordinate these to develop regional virtual e-biobanks, and has negotiated access 

agreements between Universities and the county councils storing the samples covering the 

governing principles and practical handling of research access. The Swedish PKU biobank 

contains more than 2.7 million blood samples from children born in Swedish hospital since 

the mid 1970s, and is administrated by a University Hospital in Stockholm.  

  

1.1.6 Summary  

 

The results of this review show that each Nordic country has taken a different approach to the 

regulation of research involving biobanks and genetic databases. First, the countries are 

disparate in their approach to whether biological samples are covered by the definition of 

personal data in the laws implementing EC Data Protection Directive 95/46/ECðfor further 

information see section 2.1.1 on Regulation of Biological Samples.  Secondly, the countries 

use a variety of different means to protect medical research itself; whether through legislation 

on the system of research ethics committees in the country (Denmark, Sweden), in a way 

similar to the clinical trials model (Finland), or on medical and health research in general 

(Norway). Thirdly, some countries have focused on the particular problem of biological 

samples through regulating biobanks (Norway, Sweden, Iceland), or referring to them in the 

tissue and organ transplantation legislation (Finland, Sweden). This is not to mention relevant 

legislation referring to patientôs rights (Denmark); genetic information (law on genetic 

integrity in Sweden or on the application of biotechnology in Norway); or those laws 

implementing European Directives (on human tissues and cells or clinical trials). These 

differences between the approach of each country confirms that there are reasons to consider 

the countries separately, the approach taken in part two of this report, which maps the answers 

to specific legal questions.  

Biobanks used for research, whether established with this aim, or as multi-use medical 

sample collections, are common in the Nordic countries. In most Nordic countries a register 

of biobanks exists, but it may not always be easily accessible or cover all existing biobanks. 

Currently, Denmark and Norway are focusing on harmonising existing biobank projects. 

Iceland moved to create a national project based on the Health Sector Database, but this has 

not been fully realised. Large research studies are still being initiated in the region, for 

example the Swedish Lifegene project, intending to include half a million Swedish people. In 

many of the Nordic countries the health care systems have collected millions of samples, 

which are then available for research use afterwards. For example, in both Denmark and 

Sweden a PKU biobank exists, covering a large percentage of newborn childrenðand this is 

also used for research. Large-scale databases also exist in the countries, for example in 

Denmark, a great deal of statistics are collected on individuals linked with one ID number, 

and it is planned to conduct research by connecting these databases to genetic information.   

 

1.2 Taiwan 

 

Taiwan is included in this report for comparison to the position in the Nordic countries. 

Taiwan falls into the category of ñGerman Civil Lawò or the ñGerman Groupò of legal 

systems due to the influence this type of law has had on legal development in Taiwan. Taiwan 

has a mixed or pluralist system combining Civil and Customary law (but based on civil law) 

(CIA 2009). This mixture is explained by Taiwanôs legal and political history (see Wang 
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2002). In Taiwan the Computer-Processed Personal Data Protection Act (1995) (CPPDP) is 

currently the major legislation protecting the security and privacy of personal data, and it has 

not been amended since it was enacted. The provisions in the CPPDP are quite different to 

those found in EC Directive 95/46/EC. Certain provisions in the Civil Code and Criminal 

Code cover privacy interests, and operate alongside the CPPDP (see Appendix 2). However, 

these provisions are seen as too general to effectively regulated BBGDs, and so the focus in 

this report will be on the CPPDP. 

Other relevant law includes the 10
th
 amendment of the Constitution (in 2000) together 

with the 2005 Indigenous People Basic Law of Taiwan, which relate to the protection and 

interests of Taiwanese aborigines. As a basic law, the Indigenous People Basic Law declares 

abstract policies requiring later regulations to flesh them out, and contains no enforcement 

provisions. However, it contains a requirement that  

 
é academic research in the area of indigenous people shall consult with the indigenous people and 

obtain their consent or participation. The indigenous people could share related benefits (Article 21).   

 

This law is discussed further below. An internal regulation for the Department of Health 

exists which primarily applies to biological materialsðGuidelines on the Collection and Use 

of Human Biological Materials for Researchðbut they do not cover private parties. This 

means that there is currently no general law regulating the use of biological samples in 

research. The Department of Health is sponsoring a research project initiating a draft of the 

ñNational Biobank Management Actò, which intends to regulate biobanks established by the 

government, but at the time of writing no law had been passed. This review shows that the 

law is in flux in Taiwan, a similar position to the European countries. However, the use of 

biological samples in research is largely unregulated in Taiwan, which is not the case in the 

Nordic countries.  

There is a Taiwan Biobank Project based at Academia Sinica (a government-

sponsored research institute accountable only to the President), funded by the Department of 

Health. This is seen as contributing towards Taiwan becoming ñan island of biomedicineò, 

and will be part of a wider project to converge all ñbiological information and medical records 

possible, so as to strengthen Taiwanôs capacity in gene medicine researchò (Fan et al 2008, 1). 

The project began (after a pilot study) with ethics approval from Academia Sinica. The 

Taiwan Biobank Project intends to recruit 200,000 people. The project is commencing at a 

similar time to the Swedish Lifegene project. However, as shown above, several of the other 

countries in the Nordic region are currently looking to consolidate existing biobanks rather 

than starting ambitious new national projects.  
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Part 2: Regulating BBGD Research  

 

Part 2 describes the regulations governing the privacy-research interface the Nordic region 

and Taiwan. The structure and content of this section draws from the key themes of the initial 

PRIVILEGED questionnaire (PRIVILEGED 2008a). These included a strong focus on the 

scope of data protection legislation (anonymity, identifiability, application to biological 

samples, deceased persons, secondary data subjects or groups), before extending to the nature 

of protection (consent, providing information, and access to information), and questions on 

the extent of research exemptions for research involving BBGDs. In each question the 

protection under data protection legislation and legislation governing personal information is 

considered, followed by an overview of the position for legislation protecting biological 

samples when possible (for notes on methodology, see Appendix 1). The countries are 

considered separately under each question. Specific areas of interest are highlighted using 

boxes. 

 

2.1. Scope of the Law 

 

This part of the report seeks to establish when the legislation governing privacy in research 

using BBGDs is engaged. Initially an overview is given of whether the data protection 

legislation in each country also applies to biological samples, together with some indication of 

the bigger picture in terms of the regulation of samples and data. Then further questions are 

addressed on the scope of laws in terms of identifiability, living and deceased research 

subjects, and groups of individuals taking part in the research.  

 

2.1.1 Regulation of Biological Samples 

 

As research involving BBGDs invariably involves both biological samples and personal data, 

it is useful to know whether these are regulated together or separately. The preliminary 

question is whether the definition of personal data in the countriesô data protection laws could 

include a biological sample. After considering this question, in order to set the scene for the 

remainder of the report, the wider legal framework in each country is outlined in terms of 

whether biological samples are regulated together with personal data, or separately.  

When interpreting the Act on Processing of Personal Data (APPD) 2000 in Denmark, 

 
 [t]he Danish Data Protection Council (Registerrådet) has made a decision regarding the applicability of 

the Act on Protection of Personal Data in relation to human tissue banks. According to this decision, 

human tissue should be treated as personal data. Furthermore, a tissue bank storing samples of human 

tissue is considered a manual register and thus covered by the Act on Protection of Personal Data 

(Hartlev 2004, 60). 
 

This means that in Denmark the data protection legislation is relevant to the regulation of both 

biological samples and data used in research involving BBGDs. Professor Hartlev had not 

heard of any problems with how this system works in practice (email communication). 

Although biological samples are regulated as personal data under the data protection law, 

there are other laws in Denmark that specifically regulate certain situations for both data and 

samples; such as biomedical research or collection of data or samples in relation to medical 

care. 
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In Finland, the law implementing the Data Protection Directive does not apply to 

biological samples (Act on Personal Data (APD) 1999). However, in the Act on Medical 

Research 1999, which deals with interventional medical research, data are treated identically 

to biological samples. More specific rules exist for samples in the Tissue Act in certain 

contexts linked to transplantation and research. Samples and data are therefore regulated 

separately in Finland, but the legislation on medical research provides a kind of bridge. In 

Iceland the legal protection for data and samples is though separate regimes: the Act on the 

Protection of Privacy as regards the Processing of Personal Data 2000 and the Act on a Health 

Sector Database 1998 apply to data, and the Act on Biobanks 2000 applies to biological 

samples. However, there are some provisions in the Act on Biobanks that refer to the data 

protection regime and give the data protection authority a role in relation to the processing of 

identifiable samples. 

In Norway the Norwegian Data Inspectorate initially viewed biological samples as 

falling under the Personal Data Act, but this was reversed by the Privacy Appeals Board
5
 in 

2008 who drew a distinction between the personal information (attributes) and the biological 

material (sample) itself (see Kvalheim, Skolbekken and Ruyter, PRIVILEGED Report Stage 

2). The Norwegian Biobanks Act 2003 applied to biological material (even to one blood 

sample held for research), but also to information generated as a result of processing the 

sample (even after the biological material itself is destroyed). However, the Act on Medical 

and Health Research 2008 replaced this law and defines a research biobank as the biological 

samples alone. While the Act on Medical and Health Research regulates both personal data 

and biological samples in one place, it contains separate chapters on research involving 

biological material and using personal health data, and in certain situations other laws can 

applyðmost notably when genetic information is used and the Biotechnology Act 2003 still 

applies.  

In Sweden neither the personal data nor the access to official documents legislation 

applies to samples. One of the reasons for implementing the Biobanks in Medical Care Act 

2002 it was that there was no coverage for samples in the personal data legislation, and the 

ñneed for privacy protection [for samples] was considered to be no less relevant than when 

personal data are concernedò (Rynning, PRIVILEGED Report Stage 2). In Swedish 

legislation samples and data are primarily regulated separately, and even though the Act on 

Ethics Review of Research Involving Humans regulates both samples and sensitive data, the 

legal requirements for these still differ, partly due to overlapping laws. In Taiwan the 

Computer-Processed Personal Data Protection Act (1995) (CPPDP) does not apply to 

biological samples. The use of biological samples in research is largely unregulated in 

Taiwan. The legal framework means that data and samples are regulated separately. 

The results of this review show that each country has a different legal framework in 

terms of the treatment of samples and data. At the two extremes: Iceland has largely separate 

legal regimes for samples and data and Denmark applies many of the same legal provisions to 

samples and data. The other countries fall somewhere in the middle of these extremes. In the 

cases of Finland and Norway there are important laws on medical and health research that 

cover both samples and data. However, while in Finland this law contains identical provisions 

for samples and data (being similar to clinical trials legislation), in Norway because a research 

biobank is defined as solely relating to the samples stored for the purposes of research, 

different provisions for samples and data exist in the law. In Sweden the law is very 

complicated and even though the Act on Ethics Review of Research Involving Humans 

regulates both samples and sensitive data, the legal requirements for these still differ, partly 

                                                 
5
 The Privacy Appeals Board is established in accordance with the Personal Data Act 2000. 
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due to overlapping laws. In Taiwan samples and data are treated differently partly due to a 

lack of legislation for samples. These different approaches towards regulating samples and 

data are worth bearing in mind when reading the remainder of the report.  

 

2.1.2 Identifiability (and Anonymisation)  

 

Questions asked in this context include whether the terms identifiable or anonymised have 

been defined within the national law, whether anonymised
6
 and reference

7
 collections fall 

outside the scope of the law, and in what circumstances might these types of collections fall 

under the scope of the law again (e.g. re-identification in altered circumstances).    

 In Denmark the concept of personal data in the Act on Processing of Personal Data 

(APPD) has a wide scope in terms of who can identify an individual and how this can take 

place: 

 
 [i]t is of no importance whether the identifying information is commonly known or only available to a 

few persons. Coded or encrypted information is also considered identifiable if somebody has access to 

the code. Consequently, if somebody is able to identify the data subject, the data will be regarded as 

personal data (Hartlev, PRIVILEGED Report Stage 2). 

 

In Finland, Norway and Sweden, the scope of the definition of personal data in the 

relevant laws is also seen as wide in terms of identifiability. In Norway, ñdata that can be 

linked (directly or indirectly, in whatever way and by whoever) to a natural person is always 

regarded as personal dataò (Kvalheim, Skolbekken and Ruyter, PRIVILEGED Report Stage 

2). In the Swedish ñpreparatory works, however, it is made clear that the Swedish definition 

of ñidentifiableò is quite wide, including for example also coded data, as long as someone has 

access to the code keyò (Rynning, PRIVILEGED Report Stage 2). In Norway, there are no 

considerations such as whether an unreasonable amount of time, expense and labour must be 

used to re-identify a data subjectðany data potentially linked to a natural person is always 

personal data. In Denmark, Norway and Sweden anonymised and reference collections are not 

seen as falling within the scope of the relevant Data Protection Law. However, the broad 

definition of personal data may mean that there may be a greater potential for anonymised 

collection to fall under the concept of personal data again.  

 In Taiwan, the definition of personal data in the CPPDP Act is: 

 
 a natural personôs name, date of birth, identification number, physical features, finger print, marriage 

status, family, education, occupation, health condition, medical record, financial condition, social 

activities, and other data sufficient to identify said person (Article 3.1). 

 

As ñidentifiabilityò is a key element of this definition, anonymised and reference collections 

are not seen as falling within its scope, as long as they cannot identify a specific person. The 

definition is also seen as being broad, as there are no limits on who can identify this person.  

 Further regulations modify these positions. In Denmark The Act on a Biomedical 

Research Ethics Committee System applies to tissue research whether they are anonymised or 

not, and while this may also apply to the data used in the tissue research, it does not apply to 

research on data alone. The Finnish Tissue Act does contain some provisions relevant to 

biological samples to be used in research when there is no personal data associated to them. In 

                                                 
6
 Record is associated with (non-identifiable) personal information (e.g. common medical/biographical data) 

(PRIVILEGED 2008b). 
7
 Record is not associated with any other personal information at all (PRIVILEGED 2008b). 
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Norway the Biobank Act ñprescribed a very strict regulatory regime protecting biological 

samples (including anonymous) as well as the information extracted from these samplesò 

(Kvalheim, Skolbekken and Ruyter, PRIVILEGED Report Stage 2). In this case the Act 

applied to research biobanks, even when they were anonymous. A research biobank can 

include one single blood sample, temporarily stored for research purposes. This means that 

uses of anonymous material, as well as information derived from those materials (even if the 

material had been deleted), were covered and needed to be notified and approved by the 

research ethics committee. The Act on Medical and Health Research replaced this in 2009, 

and removed the information extracted from the samples from the definition of research 

biobank. Therefore it is now only the use of anonymous biological material, which requires 

notification and approval by the research ethics committee. 

In Sweden the Biobanks in Medical Care Act only covers samples collected within the 

professional activities of a health care provider that can be traced back to an identifiable donor 

(i.e. excluding those collected by pharmaceutical companies or research institutions). The 

Ethics Review Act only covers research using identifiable biological samples or sensitive 

personal data. The new ñlegislation on standards and quality of human tissues and cells offers 

certain protection of donor/recipient privacy, but the need for identifiability at all times, in 

both directions, has resulted in a mandatory requirement that the identity of both parties, i.e. 

also the recipient, should be registered with the tissue establishment (which might of course 

be a private biotech company)ò(Rynning, PRIVILEGED Report Stage 2).
8
  

This review shows that while anonymised and reference collections are not covered by 

data protection legislation, there is a broad interpretation of the concept of identifiability in 

the Nordic region and Taiwan which may limit the number of collections which would be 

seen as anonymised in the first place. The potential for re-identification may also be high. In 

Denmark, Finland and Norway further regulations can apply to research using anonymised 

biological samples and, in certain circumstances, associated anonymised information. In 

Sweden relevant legislation only refers to identifiable tissues and data. 

  

2.1.3 Applicability of the Law to Deceased Persons 

 

The key question here is whether the legislation governing privacy in research using BBGDs 

applies to both living and deceased persons. In the first case, it was asked whether the 

definition of personal data in Directive 95/46/EC (Article 2(a)) has been implemented to 

include information or samples relating to deceased persons. If the answer was positive, then 

it was asked: who (if anyone) exercises the deceased data subjectôs rights? Following this, the 

situation in other relevant laws is outlined. 

In Denmark the APPD applies to deceased persons if there is a need for protection, as 

in Danish law deceased persons are considered to have a certain right to privacy. This means 

that there is no ñfree rightò to process data regarding deceased persons (Hartlev, email 

communication). In each individual case it must be considered whether processing of the data 

could be a violation of this personôs right to privacy. The time limit for extending such 

protection would be decided in each individual case. Some rules in the Act are not applicable, 

ñsuch as the provisions regarding consent or the rights of the data subjectsò (Hartlev, 

PRIVILEGED Report Stage 2). Therefore in Denmark no one needs to exercise the data 

subjectôs rightsðit is more a question of the duties of the data controller.  

                                                 
8
 The Act (2006:496) on blood safety and the Act (2008:286) on standards of quality and safety in use of human 

tissues and cells.   
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In Finland and Norway the relevant data protection law does not cover deceased 

persons. According to Finnish law, deceased persons no longer possess basic rights like 

privacy. However, there are provisions in the Finnish Tissue Act that refer to research use of 

samples from the deceased and from people who have died after the samples were taken. This 

Act provides for the situation where living relatives may want to access biological samples of 

deceased persons taken for medical research purposes to see if a disease is hereditary. In 

Norway the Biobank Act applied to samples taken from deceased persons, whether that 

occurs before or after the sample is taken. Information extracted from these biological 

samples was also covered, even after the samples have been destroyed. However, the Act on 

Medical and Health Research 2008 only applies protection to samples from deceased persons, 

consequently ñthe potential privacy interests of the deceased with regard to information 

extracted from the BBGDs is no longer protectedò (Kvalheim, Skolbekken and Ruyter, 

PRIVILEGED Report Stage 2).  

In Sweden the definition of personal data in the Personal Data Act includes the 

statement that the natural person must be alive. This means that the Act does not cover 

deceased persons, however, the Patient Data Act (part of the body of legislation on processing 

personal data) does extend some protection to deceased persons in the context of processing 

personal data in health care. The Act on Secrecy also applies to the disclosure of information 

of deceased persons held by public authorities, including for research purposes, or that already 

used for research. In Sweden other laws extend privacy protection to samples from persons 

who are deceased, or die after the donation. The Act on Biobanks in Health Care covers the 

collection, storage and further use of biological samples from deceased identifiable persons. 

The Ethics Review Act applies to biological samples that are from deceased persons (if 

removed for medical purposes, including research), but not to their sensitive personal data, 

creating a discrepancy in the Act. The Board for Ethics Review may decide that close 

relatives of the donor should be contacted regarding any new use of the samples, and also 

performs the ordinary risk-benefit assessment as required under the Act. The actual removal 

of samples from deceased persons e.g. for research purposes is covered by the Transplant Act, 

and is based on a presumed consent with a right of veto for close relatives. For a review of 

advance directives in relation to research in Denmark, Finland and Sweden, see Box 1 below. 

 In Taiwan it is not clarified whether the CPPDP Act (which refers to a ñnatural 

personò) covers deceased persons, but personal interests such as privacy interests are 

generally considered to vanish after death. This may mean that no-one can claim rights on 

behalf of a deceased person, but it may be possible to make decisions based either (a) on the 

decisions made by the data subject when they were alive, or (b) with regard to the rights or 

interests of living persons.  

  

Box 1: Advance Directives and use in Relation to Research 

Members were asked for comments on the status of advance directives in their countries and what happens 
in legislation when someone dies during the course of a research project.  
 In Denmark there is no specific legislation relating to advance directives in the context of the use of 
data for research purposes. In FinlandΣ ŀŘǾŀƴŎŜ ŘƛǊŜŎǘƛǾŜǎ ŀǊŜ ŀ ǎǳōƧŜŎǘ ƻŦ άŎƻƴǎǘŀƴǘ ŘƛǎŎǳǎǎƛƻƴέ ό[ŜƘǘƻƴŜƴ 
email communication). In relation to research, there are no specific regulations, but the research protocol 
may contain relevant research procedures which are followed. In the Tissue Act, an individual can prohibit 
others from accessing their samples after they have died, for the purposes of establishing the hereditary 
nature of a disease. In Sweden, under the Transplant Act the wishes of the living individual with regards to 
the removal of a sample from their body after death for research purposes must be followed. In Sweden this 
ǊŜǎǳƭǘǎ ƛƴ άώǎϐǘǊƻƴƎŜǊ ǇǊƻǘŜŎǘƛƻƴ ƻŦ ǘƘŜ ǇǊŜǾƛƻǳǎƭȅ ŜȄǇǊŜǎǎŜŘ ǿƛǎƘŜǎ ƻŦ ŀ ŘŜŎŜŀǎŜŘ ǇŜǊǎƻƴ ǿƛǘƘ ǊŜƎŀǊŘ ǘƻ ǳǎŜ 
of biƻƭƻƎƛŎŀƭ ƳŀǘŜǊƛŀƭ ǘƘŀƴ ǊŜƎŀǊŘƛƴƎ Řŀǘŀέ όwȅƴƴƛƴƎΣ twL±L[9D95 wŜǇƻǊǘ {ǘŀƎŜ нύΦ 
 These results show that in some countries there is a stronger protection of previously expressed 
wishes of a living individual with regards to what happens to their tissue after they died, than their data. 
Further research could be done to assess this position across all European countries.  
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2.1.4 Multiple Data Subjects and Group Data 
  
 To the extent that genetic data has a family dimension, it can be argued that it is ñsharedò information, 

with family members having a right to information that may have implications for their own health and 

future life (Article 29 Working Party, 2004, 8). 
 

The shared dimension of genetic data (and also biological samples) could challenge 

legislation based on Data Protection Directive 95/46/EC. This is due to a lack of clarity in the 

Directive on how to deal with multiple data subjects for a single piece of data, especially from 

the point of view of balancing the interests of the different data subjects (see Beyleveld & 

Taylor, 2008). Members of the PRIVILEGED consortium were asked whether the national 

legislation on data protection (and others related to research using BBGDs) had been 

implemented in such a way that family members are recognised as data subjects in relation to 

data or samples obtained from a relative, either implicitly or explicitly. Data or samples that 

are relevant to multiple data subjects could also be seen as belonging to a ñgroupò.
9
 Members 

were asked whether the possibility of group data or samples was recognised in the national 

laws relating to BBGDs.  

 Hartlev distinguishes between two cases where data can relate to multiple data 

subjects in the research context, and which lead to different protections under the Danish 

APPD (PRIVILEGED Report Stage 2). In the first case, researchers studying one individual 

(the primary data subject), collect information on their family members from the family 

memberôs medical records. In this case it is clear that the family members themselves also 

become data subjects. In the second case, information collected about the primary data subject 

indirectly also relates to family members (for example, a diagnosis with a genetic disorder 

would also be data relating to any identical twin). This latter situation is not specifically 

addressed in the APPD. However, researchers may be exempt from informing the family 

member, as this would infringe the privacy of the primary data subject. On the protection of 

group data, the APPD applies to the processing of information regarding companies, but the 

position of data relating to a group of persons is not addressed. 

Other legislation in Denmark contains relevant provisions. A 2006 revision of the Act 

on Health provides that if genetic diagnosis is required in connection with a patientôs care and 

treatment, health data regarding family members can be collected without their consent 

(Section 41.2.1).   

 The definition of personal data in the Finnish APD includes both information linked to 

an individual, and that linked to his or her family:  

 
Section 3 ð Definitions 

In this Act, 

(1) personal data means any information on a private individual and any information on his/her 

personal characteristics or personal circumstances, where these are identifiable as concerning him/her or 

the members of his/her family or household;...  (Act on Personal Data) 

 

This definition allows for the possibility of multiple data subjects for a single piece of data, if 

people are part of the same family. Under the definition, information relating to family can be 

                                                 
9
 There are two types of groups: people sharing genetic characteristics (non self-selecting) and self-selecting 

groups. The types of group who may share genetic characteristics include: the familial group; those sharing gene 

mutations which give rise to a disease; some ethnic groups, tribes or indigenous peoples; people of the same 

gender; population of a country; and at a wider level, the human species as a whole. Self-selecting groups may 

include a commercial company, a community, a religious group.  
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personal data both for the primary data subject and his relatives, who are all seen as having 

equal rights under the Act. There are clues on how to weigh different peopleôs interests, for 

example one of the restrictions to the right of access is if providing access would cause 

ñserious danger to the health or treatment of the data subject or to the rights of someone elseò 

(Section 27.1.2). The definition of personal data in the APD does not extend to the possibility 

of seeing the family as a ñgroupò, and the law does not cover the possibility of group data. In 

Finland the Act on the Openness of Government Activities is relevant to health records kept 

in a public hospital and gives further guidelines on the balancing of interests in relation to 

accessing those records (Sections 10ï12).  

In Iceland, the Icelandic Supreme Court case Gudmundsdottir, R. vs. The State of 

Iceland (2003) was on the question of whether the medical information of a deceased father 

could also be personal information for his living daughter (Nordal and Thorgeirsdottir, 

PRIVILEGED Report Stage 1). The case referred to the Health Sector Database Act. The 

woman had requested that health information in medical records relating to her deceased 

father should not be entered into the Icelandic Health Sector Database. The Court agreed that 

she had her own interest in preventing the transfer of her fatherôs health dataðas 

ñinformation could be inferred from such data relating to the hereditary characteristics of her 

father which might also apply to herselfò (Verdict, page 1). ñThe court thus decided that the 

rights of individuals for genetic privacy may be undermined by the non-individual character 

of medical informationò (Nordal and Thorgeirsdottir, PRIVILEGED Report Stage 1). During 

the case the Health Sector Database Act was shown not to contain enough safeguards to 

protect the Constitutional right to privacy in Iceland, effectively declaring it unconstitutional. 

In Iceland the question of group data has not been tested, but Nordal hypothesises that the 

only type of group that may be protected would be the family group, following the result of 

the Gudmundsdottir case (answers to questions from stage two).  

In Norway, if data can be linked to a family member, in principle they should be data 

subjects under the PDA. However, in practice, family members are not afforded the same data 

protection rights. Key decisions of the Data Inspectorate and the Ombudsman for Privacy in 

Research show that family members are rarely informed about collection and processing, and 

are therefore unable to enact their rights. Family members could be seen to be protected under 

the other safeguards and provisions in the Personal Data Act and the Health Data Act. The 

ambiguities linked to individual rights, and the duties of data processors, in this context also 

extended to biological samples and information derived from them as regulated in the 

Biobank Act.  

In Sweden it is ñconsidered self-evident that a register may contain information also on 

persons associated with the primary data subject, for example family members, in which case, 

these persons constitute data subjects themselvesò (Rynning, PRIVILEGED Report Stage 2). 

In the context of genetic information, Sweden has closely considered the problem of giving 

relatives the right to be informed, and it was concluded that an unconditional right of access to 

information should not be allowed, primarily due to the involuntary disclosure of information 

on the primary data subject. ñ[T]he disadvantages of such a duty to inform relatives have been 

estimated to outweigh the potential benefitsò in Sweden (Ibid.). Data protection legislation in 

Sweden does not apply to information on groups in the context of ñcollectionsò. However, 

Rynning provides two examples of where the line between group and individual data is not 

very clear. The first example is that in situations where the group or population is small, it 

may be possible to indirectly identify individuals, making the group data personal data. The 

second example is that data concerning a certain group (such as a family or population) may 

also be of such a nature that it applies to all members of the group or to certain members 

under certain specific conditions, in which case the data may provide information about 
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specific identifiable individuals within the group. Therefore, what is first seen as group data 

could also or instead be personal data; or become so (Rynning, email communication). 

In Taiwan the CPPDP Act does not apply to family members with respect to data 

obtained from a relative or to data or to information on groups. The definition of personal data 

(see above) does include information on ñfamilyò as a type of personal data. However, this is 

only seen as applying to information about an individualôs family, such as he has his parents 

and a younger sister living with him, information that would not be anyone elseôs personal 

data unless they were identifiable from it (Fan, email communication). In Taiwan, there is 

also a basic law requiring academic researchers to consult indigenous peoples, and obtain 

their consent or participation, for any research conducted in the areas in which they live. The 

principle of group consent is also followed with regards to the Taiwan Biobank. See Box 2 

below for further information on group consent in Taiwan. 

 

Box 2: Group Consent in Taiwan 

 

 

Taiwan provides two examples of group consent, showing a different perspective to the Nordic countries. 
The first example relates to the requirement under the Indigenous People Basic Law (2005) that government 
ƻǊ ǇǊƛǾŀǘŜ ǇŜǊǎƻƴǎ ǿƘƻ ŎƻƴŘǳŎǘ άŀŎŀŘŜƳƛŎ ǊŜǎŜŀǊŎƘ ƛƴ ǘƘŜ ŀǊŜŀ ƻŦ ƛƴŘƛƎŜƴƻǳǎ ǇŜƻǇƭŜ shall consult with the 
indigenous people ŀƴŘ ƻōǘŀƛƴ ǘƘŜƛǊ ŎƻƴǎŜƴǘ ƻǊ ǇŀǊǘƛŎƛǇŀǘƛƻƴέ ό!ǊǘƛŎƭŜ нмύΦ ¢ƘŜ ǎecond example relates to the 
family or community consent process, which has been developed for recruitment to the Taiwan Biobank.  
 The 10

th
 amendment to the Constitution in 2000 and, arising from this, the 2005 Indigenous People 

Basic Law of Taiwan, relates to the protection and interests of Taiwanese aborigines. As a basic law, the 
Indigenous People Basic Law declares abstract policies requiring later regulations to flesh them out, and 
contains no enforcement provisions (so there is no constitutional right or remedy in the Courts). There are 
ambiguities in the law. For example, group consent is not always ǊŜǉǳƛǊŜŘΣ ŀǎ άǇŀǊǘƛŎƛǇŀǘƛƻƴέ ŎƻǳƭŘ ŀƭǎƻ ƳŜŜǘ 
ǘƘŜ ǊŜǉǳƛǊŜƳŜƴǘǎΣ ŀƴŘ ƛǘ ƛǎ ŀƭǎƻ ƴƻǘ ŎƭŜŀǊ ǿƘŀǘ άǇŀǊǘƛŎƛǇŀǘƛƻƴέ ƳŜŀƴǎΦ Lǘ ƛǎ ŀƭǎƻ ƴƻǘ ŎƭŜŀǊ Ƙƻǿ ǘƘŜ ƎǊƻǳǇ 
consent would be obtained: is one organization able to give consent on behalf of the indigenous people? 
Even if it could, there is currently no officially recognised representative mechanism in place. 
 Taking into account the limitations of the law, it retains importance as a statement of policy. 
Especially because, as Fan et al (2008) state, until recently the aboriginal people were consistently used as a 
ǘŀǊƎŜǘ ŦƻǊ ǊŜǎŜŀǊŎƘΣ ŀƴŘ ǘƘŀǘ άǘƘŜ ƛǎǎǳŜǎ ǘŜƴŘ ǘƻ ōŜ ƛƎƴƻǊŜŘ ƻǊ ŎƻǾŜǊŜŘ ǳǇέΣ ŀƴŘ ǘƘŜȅ άŀǊŜ ǾŜǊȅ ƻŦǘŜƴ ƴƻt 
ǘǊŜŀǘŜŘ ƻǊ ǊŜǎǇŜŎǘŜŘ ŦŀƛǊƭȅέΦ CƻǊ ŜȄŀƳǇƭŜΣ {Ƙŀƻ-hua reported in 2000 that blood had been collected from 
many aboriginal populations since 1990 for research without informed consent under the guise of free health 
checks. Another report shows that investigators studying Aboriginal populations have filed for gene patents 
discovered as part of the research, without obtaining any consent from the groups studied (Munsterhjelm 
2007). The law, even as a statement of policy, can have practical effects. An example given by Fan relates to 
an incident in January 2007 where researchers took saliva samples from 29 Kavalan people for a project 
sponsored by the National Science Council (email communication). The Kavalan Development Association 
later accused the team of not offering sufficient information, particularly because of translation problems, 
and that they did not gain consent from the tribe council as the Indigenous People Basic Act requires. The 
team destroyed the samples, and it was later found by the Academic Ethics Committee of the National 
Science Council that the principal investigator of the project and the hospital he/she was based at (Mackay 
Memorial Hospital) violated medical research ethics.  

The Indigenous People Basic Act requires further development to give more practical protection to 
indigenous peoples involved in research, a procedure that could be informed by the policy of Taiwan 
Biobank, a project which intends to involve aboriginal people. The Ethical Governance Framework for the 
Biobank requires family or community consent to supplement and complement individual consent (Fan, 
Group consent: PRIVILEGED stage 3). Family or community consent is obtained due to the fact that the study 
ƛǎ ƭƻƴƎƛǘǳŘƛƴŀƭΣ ¢ŀƛǿŀƴŜǎŜ ǎƻŎƛŜǘȅ άŀǘǘŀŎƘŜǎ ƎǊŜŀǘ ƛƳǇƻǊǘŀƴŎŜ ǘƻ ŦŀƳƛƭȅέΣ ŀƴŘ ǘƘŜ ǎǇƛǊƛǘ ƻŦ ƘǳƳŀƴƛǘȅ ǘƘŀǘ 
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2.2 The Nature of the Protection 

 

This section considers three aspects of the nature of protection offered by legislation 

governing research using BBGDs: consent, providing information before consent, and access 

to information and results after consent has been given. 

 

2.2.1 Consent 

 

Consent is enshrined in national and international law as an important method of protecting 

the individuals (and potentially groups) participating in medical research. This section first 

introduces the differences in terminology relating to consent in national laws, then it 

summarises the contexts where consent may either be, or not be, required in countries. This is 

followed by discussion of whether consent is required when processing anonymous or 

reference collections of data or biological samples. Finally information is presented about the 

age of consent in each country for participating in research involving BBGDs. Specific topics 

are the subject of pop-out boxes throughout the text: Nordic Countries and Opting Out, 

Withdrawal of Consent and Involving Children in Research.  

 

- Consent Terminology 

 

This section focuses on the interpretation of terms relating to consent in the Data Protection 

Directive. According to the Directive, consent for the processing of personal data must be 

ñunambiguousò (Article 7(a)), as well as a ñfreely given specific and informed indication of 

his wishes by which the data subject signifies his agreement to personal data relating to him 

being processedò (emphasis added) (Article 2(h)). Consent for the processing of special 

categories of data must be ñexplicitò rather than unambiguous (Article 8.2(a)). The section 

below considers the interpretation of the terms ñunambiguousò, ñexplicitò and ñspecificò in 

national laws. 

In the Danish APPD the terms ñunambiguousò and ñspecificò are included in the 

explanation of explicit consent. The travaux préparatoires to the Act clarifies that explicit 

consent  

 
implies that the data subject must be informed about the scope of the consent and that the consent is so 

specific that it is clear and unambiguous for the data subject which pieces of information will be 

processed, who will process the information and for what purposes. Furthermore, óexplicitô consent 

means that it can not be tacit or indirect. Both written and oral consent can be considered óexplicitô 

(Hartlev, PRIVILEGED Report Stage 2).  

 

The Data Protection Agency has advised data controllers to obtain a written consent to meet 

the requirements of an explicit consent. Written consent is a requirement in the Act on Health 

in certain situations, and other acts such as the Act on a Biomedical Research Ethics 

Committee System may require a free and informed consent.  

exists in Eastern culture (Ibid. and Fan et al 2008, 9). It also helps to avoid future disputes such as the 
Icelandic case above, and to build public trust. The process of group consent involves community leaders, a 
ǊŜǇǊŜǎŜƴǘŀǘƛǾŜ ǇŀǊǘƛŎƛǇŀƴǘΩǎ ǇŀƴŜƭΣ ŜŘǳŎŀǘƛƻƴŀƭ ŎƻǳǊǎŜǎΣ ǊŜǇƻǊǘƛƴƎ ōŀŎƪ ŀƴŘ ōŜƴŜŦƛǘ ǎƘŀǊƛƴƎ όCŀƴΣ DǊƻǳǇ 
consent: PRIVILEGED stage 3).  

While group consent in Taiwan may have been initiated due to the presence of minority groups, it 
could be an important advance in the procedure for recruiting people to take part in genetic research. 
projects, due to the shared nature of DNA across both families and wider populations. 
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Lehtonen noted that the usage of the terms ñunambiguousò, ñexplicitò and ñspecificò 

are not consistent across legislation in Finland (PRIVILEGED Report Stage 2). The result is 

that the requirements for explicit consent for data processing and informed consent for 

medical research may not be identical (Lehtonen, email communication). 

 In Norway the Personal Data Act uses the term ñspecificò where the Directive uses 

ñunambiguousò, and also uses the term ñunambiguousò within the definition of consent itself. 

Consent is normally required to be written to be valid, and cannot be passive. The specificity 

of the consent is linked to the principle of purpose specification. The individual must be 

informed about the purposes behind the use of the data, which should be specifically named 

on the information on which the consent was based, and so broader explanations do not meet 

consent requirements. Research exemptions do exist, see below, but it is not unusual for a 

renewed consent to be required if information from BBGDs is to be used for a new purpose. 

The Biobank Act agreed with the Personal Data Actðand required ñexplicit consent for any 

ódifferent, wider or new useô of previously collected material óthat does not fall within the 

scope of the original consentôò (Kvalheim, Skolbekken and Ruyter, PRIVILEGED Report 

Stage 2). However, it also modified the scope in relation to data derived from analysis of the 

biological samples, allowing for a broader consent particularly when there are few health risks 

from the research. Information could be given explaining the research in broader terms such 

as ñócancer researchô and ócardiac researchô whereas terms like óresearchô and ógenetic 

researchô were described as too general to be considered as explicit and valid consent for 

further usesò (Ibid.). In the Act on Medical and Health Research the main rule is explicit 

consent (Section 13). Processing of ñpersonal health information and human biological 

material as a main rule, shall be based on informed, freely given, specific and documentedò 

consent (Ibid.). This final condition, ñdocumentationò, extends the scope of consent, 

excluding oral consent. The Act also stipulates that a broad consent to research is valid for 

both biological material and personal health data, on the condition of approval by an RREC 

and the participants are regularly informed about the project (a requirement that strengthens 

privacy in comparison to the Biobank Act) (Section 14). ñBroad consent is defined in relation 

to the degree of purpose specificationò (Ibid.). 

In Sweden ñunambiguousò may mean ñsomehow clearly expressedò (Rynning 2004). 

In relation to the term ñexplicitò, the Swedish Data Inspectorate declared that a conclusive 

consent (implied and indirect, through a non-verbal action) would not normally be accepted 

(Ibid.). For an explicit consent relating to research involving sensitive data, the data controller 

would be expected to make sure even more carefully that the data subject is expressing his or 

her wish, i.e. by oral or written consent (Rynning, email communication).
10

 Relating to the 

term ñspecificò, the Swedish Data Inspectorate also commented that it is not acceptable that a 

person gives a broad or general consent to many types of future research using his or her 

health data.  

In Taiwan, the CPPDP Act requires that data collectors must specify the purpose of 

collection and the consent obtained must be a written one (Articles 7 and 18), however, there 

is no further information on the content of the consent, or how specific the indication of 

ñpurposeò needs to be. It follows from the requirement of a written consent that it will be both 

ñunambiguousò and ñexplicitò, in the way that neither party can deny the existence of the 

consent, but it could still be the case that the data subject was not fully informed.  

 

                                                 
10

 However, there are puzzling exemptions, ñ[o]ne such example could be the case where explicit information 

about the future processing of personal data is provided in a questionnaire, which the data subject subsequently 

fills in and returns to the data controller without actually signing any consent formò (Rynning 2004, 386). 
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- Particular Processing Operations Either Requiring or Not Requiring 

Specific Consent  

 

The major questions here are whether particular processing operations relating to research 

using BBGDs (a) does not require specific consent, or (b) requires specific consent. In the 

Danish APPD, consent is only one of several conditions for fair and lawful processing. 

Another processing condition for sensitive personal data is ñfor the sole purpose of carrying 

out statistical or scientific studies of significant public importance, provided that such 

processing is necessary in order to carry out these studiesò (Hartlev, PRIVILEGED Report 

Stage 2). Also, if research could be seen as a task of the Administration, various types of 

sensitive data can be processed, and disclosure to third parties without consent could take 

place if private or public interests clearly override the interests of secrecy. This means that 

feasibly, research could take place without consent. This position is, however, modified by 

consent requirements in other Acts that can prevail over the APPD. Following the Act on a 

Biomedical Research Ethics Committee System, biomedical research may only be conducted 

with the research subjectôs free and informed consent to participate (Section 16). This consent 

requirement can be derogated from (by the REC) if the research is exclusively based on 

biobanks (biological samples). This is subject to certain safeguards
11

 and may also be applied 

if it is disproportionately difficult or impossible to obtain informed consent. According to 

Hartlev, derogation appears to have become the rule rather than the exception (PRIVILEGED 

Report Stage 2). Also, as an authorisation from an REC is not required when biobanks are 

established for future research (they do have to notify the Data Protection Agency, however), 

there is an argument that this collection may not have to meet full informed consent 

requirements. Use of these samples for research, would, however, have to follow the consent 

requirements in the Act on Biomedical Research Ethics Committee Systems.  

Processing which requires written consent in Denmark includes a number of situations 

for purposes other than treatment and care, for example, disclosure of data to insurance 

companies or employers (the Act on Health). One Act provides individuals with the right to 

opt-out from the further use of samples collected in connection with medical care via 

registering with a ñUse of Tissue Registerò (the Act on Patientsô Rights, for more information 

see Box 3 below on Nordic Countries and Opting Out).  

In Finland, according to the APD, there are other relevant processing conditions for 

the processing of sensitive personal data for research purposes, apart from consent. However, 

the Act on Medical Research, which applies to both data and samples, requires informed 

consent for medical research (Section 6). Due to the scope of this Act, this requirement will 

not apply to research solely carried out with archive patient records where no samples are 

taken and the patient is not contacted. The Finnish Tissue Act contains provisions relating to 

biological samples taken for medical research purposes, which may only be used for research 

other than that stated in the consent document with the consent of the person concerned. If the 

person has died then the National Supervisory Authority for Welfare and Health (VALVIRA) 

may grant permission for the research if justifiable cause exists. The Tissue Act also contains 

provisions relating to consent for the use of biological samples taken for medical and 

diagnostic purposes for research, in general requiring consent for this. However, there are two 

situations where such consent is not required: (a) VALVIRA grants permission for use where 

the consent is impossible to obtain because of the large number of samples, the age of the 

                                                 
11

 If the research project does not involve any health risks for the individual research subject and will not in any 

other way according to the circumstances cause harm to that person (Hartlev, PRIVILEGED Report Stage 2). 
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samples (or similar reasons), or because the person has died, and (b) the Health Care Unit/the 

Unit for whom the samples were collected, grants permission, and no personal data are 

disclosed. 

In Norway, the Personal Data Act contains an exemption in Section 9 where sensitive 

information may be processed without consent for scientific purposes only if it is necessary 

and the public interest clearly exceeds any disadvantages for the person. There are many 

safeguards in the Act including notification and approvals. Further processing of data or 

samples would also be possible under the PDA and Biobank Act if it is ñimpossible or very 

difficult to obtain consentò. The Biobank Act does ñnot require explicit consent in relation to 

the collection of biological material to be used in diagnostic and/or therapeutic biobanksò 

(Kvalheim, Skolbekken and Ruyter, PRIVILEGED Report Stage 2). ñThe information and 

samples contained in BBGDs collected for diagnostic and treatment purposes may legally be 

used for quality control and methodological projects, without informing donors (Ibid.)ò, 

however, the Act on Medical and Health research applies if they will be used for health 

research. And under the Health Research Act, regional RECs can derogate from requiring 

consent in relation to biological material if it was collected for diagnostic and treatment 

purposes.  

There are certain circumstances where consent is a requirement in Norway. The 

Biotechnology Act contains provisions applicable to the use of genetic information in 

research; according to this there are no exemptions from consent ñif genetic information is to 

be used for research purposesò (Ibid.).
12

 The Biobank Act stipulated that commercial use 

always requires ñspecific, informed and voluntarily given (unambiguous and explicit) 

consentò (Ibid.).
13

 The Act on Medical and Health Research provides the opportunity for 

patients to opt-out from research involving different and new uses of biological material 

contained in diagnostic and treatment biobanks through a ñUse of Tissue Registerò (for more 

information see Box 3 below on Nordic Countries and Opting Out).  

In Sweden, processing sensitive personal data does not require consent if it is 

processed for research or statistics (Section 19 of the Personal Data Act) under certain 

circumstances.
14

 Even though a processing condition may effectively give an exemption to the 

consent provision, this does not mean that there is an exemption from the information 

provisions (see Section 2.3 on Research Exemption). The information and consent 

requirements in the Personal Data Act apply to all research-related processing in Sweden (as 

long as the REC does not allow exemptions). In relation to biological samples, the Swedish 

Code of Judicial Procedure may allow extraordinary use of samples stored in any type of 

biobank for forensic purposes (an example is the use of PKU samples to investigate the 

murder of Foreign Minister Anna Lindh).
15

 Data could also be handed out on request if it is 

relevant to the investigation of a crime for which the prescribed punishment is no less that one 

yearôs imprisonment. 

There are other provisions in Swedish law either allowing opting-out or requiring 

specific consent for certain types of processing. The Patient Data Act provides individuals 

with the opportunity to opt-out from the transfer of medical records to certain regional and 

national registries (for more information see Box 3 below on Nordic Countries and Opting 

                                                 
12

 There are a few exemptions from this provision in certain special cases (which may not be applicable to 

research) and only the relevant Ministry can grant these. 
13

 The Act on Medical and Health Research actually bans commercial exploitation of research participants, 

human biological information and health information, strengthening the provisions on commercial research as 

applied to the use of biobanks for research (Section 8). 
14

 Namely that the processing has been approved by the competent Board for Ethics Review. 
15

 This may require a Court decision. 
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Out). In Sweden according to the Biobanks in Medical Care Act (Chap 3, S.1), ñ[t]he 

collection and storage of biological samples in a biobank é requires the explicit consent of 

the donor, with very few exceptionsò (Rynning, PRIVILEGED Report Stage 2). Explicit 

consent is also required for the removal and collection of biological samples for research, and 

for genetic health screening (which requires written consent and a specific authorisation, 

following the Act on Genetic Integrity). ñOnce the material has been collected, however, the 

Board for Ethics Review may waive consent to use for new purposes (Ibid.)ò. In Sweden, 

consent is also normally needed for the international transfer of biological samples.  

In Taiwan ñit is worth noting that consent is only one of the ways to meet the 

requirement of lawful collection or processing of personal dataò under the CPPDP Act (Fan, 

PRIVILEGED Report Stage 2). There are two provisions where further processing of data for 

research may be allowed without consent. Under Article 8.7, Governmental Organisations can 

use personal data beyond the purpose of the original collection as long as the use is 

ñnecessary for academic research and does not harm individualsô substantial interestsò (Ibid.). 

Non-governmental organisations are also able to collect or computer process data for the same 

purpose without consent, as long as the same conditions are followed (Article 18.4).  

 

Box 3: Nordic Countries and Opting Out 

 

A number of the Nordic countries have chosen to implement opt-out systems in relation to the use of data or 
samples in research.  

In Denmark ǘƘŜ !Ŏǘ ƻƴ tŀǘƛŜƴǘǎΩ wƛƎƘǘǎ ǇǊƻǾƛŘŜǎ ƛƴŘƛǾƛŘǳŀƭǎ ǿƛǘƘ ǘƘŜ ǊƛƎƘǘ ǘƻ ƻǇǘ-out from the use of 
ǘƛǎǎǳŜ ǎŀƳǇƭŜǎ ŎƻƭƭŜŎǘŜŘ ƛƴ ŎƻƴƴŜŎǘƛƻƴ ǿƛǘƘ ƳŜŘƛŎŀƭ ŎŀǊŜ ŦƻǊ ƻǘƘŜǊ ǇǳǊǇƻǎŜǎ Ǿƛŀ ǊŜƎƛǎǘŜǊƛƴƎ ǿƛǘƘ ŀ ά¦ǎŜ ƻŦ 
Tissue wŜƎƛǎǘŜǊέΦ ¢Ƙƛǎ ǊŜƎƛǎǘŜǊ Ƴǳǎǘ ōŜ ŎƻƴǎǳƭǘŜŘ ōŜŦƻǊŜ ǘƘŜ ƘƻǎǇƛǘŀƭ ƘŀƴŘǎ ƻǾŜǊ ŀƴȅ ǎŀƳǇƭŜǎ ǘƻ ǊŜǎŜŀǊŎƘŜǊǎΦ 
This is seen as a right of self-determination in relation to the tissue samples. To benefit from this right, 
patients must be aware of it. According to the travaux préparatoire to the Act, patients should be provided 
with information regarding their rights with regards to the stored tissue samples, including the ability to opt-
out of further use outside medical care. The information can be given in a general form: the Ministry of 
IŜŀƭǘƘ ƭŜŀŦƭŜǘ άaȅ ǘƛǎǎǳŜ ς Ƴȅ ŎƘƻƛŎŜέ Ŏƻƴǘŀƛƴǎ ǘƘŜ ǊŜƭŜǾŀƴǘ ƛƴŦƻǊƳŀǘƛƻƴΦ 
 In Iceland the Health Sector Database Act is based on presumed consent of the population for 
establishing a centralised database of health data, with a possibility of opting-out up to six months after its 
construction. Since the database was never constructed, this period remained open. According to Rose (2001, 
нрύ ŀŦǘŜǊ ǘƘŜ ƭŀǿ ǿŀǎ ǇŀǎǎŜŘΣ άǘƘŜ 5ƛǊŜŎǘƻǊ DŜƴŜǊŀƭ ƻŦ tǳōƭƛŎ IŜŀƭǘƘ ƛǎǎǳŜŘ ŀ ǇŀƳǇƘƭŜǘ ǘƻ ŜǾŜǊȅ Ƙƻǳsehold 
ŜȄǇƭŀƛƴƛƴƎ ǘƘŜ ƭŜƎƛǎƭŀǘƛƻƴ ŀƴŘ ǘƘŜ ŎƛǘƛȊŜƴΩǎ ǊƛƎƘǘ ǘƻ ƻǇǘ ƻǳǘέΦ .ȅ WǳƴŜ нллмΣ т҈ ƻŦ ǘƘŜ ǇƻǇǳƭŀǘƛƻƴ ƻŦ LŎŜƭŀƴŘ ƘŀŘ 
opted-ƻǳǘ ŀŦǘŜǊ άǿƻǊƭŘǿƛŘŜ ƴŜǿǎ ŎƻǾŜǊŀƎŜΣ ŀƴŘ ŀƴ ŀǊǊŀȅ ƻŦ ŀǊǘƛŎƭŜǎ ŀƴŘ ōƻƻƪǎέ όNordal and Thorgeirsdottir, 
PRIVILEGED Report Stage 1).  

In Norway under the Act on Medical and Health Research, άƛƴ ǊŜƭŀǘƛƻƴ ǘƻ ŘƛŦŦŜǊŜƴǘ ŀƴŘ ƴŜǿ ǳǎŜ ƻŦ 
ōƛƻƭƻƎƛŎŀƭ ƳŀǘŜǊƛŀƭ ŎƻƴǘŀƛƴŜŘ ƛƴ ŀ ŘƛŀƎƴƻǎǘƛŎ ŀƴŘ ǘǊŜŀǘƳŜƴǘ ōƛƻōŀƴƪǎέΣ ŀƴ ŜƭŜŎǘǊƻƴƛŎ ά¦ǎŜ ƻŦ ¢ƛǎǎǳŜ wŜƎƛǎǘŜǊέ 
is established providing patients with the right to opt out with respect to other uses of the sample than 
diagnosis and medical care (Kvalheim, Skolbekken and Ruyter, PRIVILEGED Report Stage 2). This, at least on 
pŀǇŜǊΣ ǎǘǊŜƴƎǘƘŜƴǎ άǘƘŜ ǊƛƎƘǘ ƻŦ ǎŜƭŦ- determination with regard to further use of biological samples collected 
ŀǎ ǇŀǊǘ ƻŦ ƳŜŘƛŎŀƭ ǘǊŜŀǘƳŜƴǘ ŀƴŘ ŎŀǊŜέ όIbid.). The Act provides that the patients should be informed in 
advance that human biological material will in some cases be used for research purposes, and that the 
patient should be given the possibility to decline or block this use (Section 28(2)). At the time of writing, the 
procedures for protecting this right to information were not clear and the Tissue Register has not yet been 
established. However, it is clear that the effectiveness of these rights depends on patients being aware of 
them.  

In Sweden ǘƘŜ tŀǘƛŜƴǘ 5ŀǘŀ !Ŏǘ Ŏƻƴǘŀƛƴǎ ǇǊƻǾƛǎƛƻƴǎ άregulating an opt-out system for the transfer of 
data from medical records to be processed in certain regional and national registries for quality assurance 
ŀƴŘ ǊŜǎŜŀǊŎƘέ όwȅƴƴƛƴƎΣ ŜƳŀƛƭ ŎƻƳƳǳƴƛŎŀǘƛƻƴύΦ IƻǿŜǾŜǊΣ ƻǇǘƛƴƎ-out does not apply to compulsory national 
health data registries. In relation the further use of biological material collected through the activities of 
health care providers, guidance documents published by the Swedish Association of Local Authorities and 
Regions (SALAR) envisage an opt-out system (see Part 3: Guidance). This is also what happens in practice, 
ǿƘŜǊŜ άƛƴ Ƴŀƴȅ ŎŀǎŜǎ ǘƘŜ ǎŀƳǇƭŜ ǿƛƭƭ ƴƻt be destroyed unless the patient fills in a special no-thank-ȅƻǳ ŦƻǊƳέ 
(Rynning, PRIVILEGED Report Stage 2). This is despite the requirement of explicit informed consent in the 
Biobanks Act for the collection and storage of biological materials. 
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- Processing Anonymised or Reference Data 

 

PRIVILEGED members were asked whether consent is relevant to any processing of 

anonymised or reference data or samples. 

In Denmark the Act on a Biomedical Research Ethics Committee System applies to 

research using anonymised biological samples, however, it is clear that in this situation the 

researcher cannot obtain informed consent as the individualsô identities are unknown. The 

researcher should still obtain an authorisation from an REC for research with anonymised 

biological samples. Hartlev also mentions the argument that in some circumstances informed 

consent should still be sought when research is conducted with anonymised dataðparticularly 

when ñidentifiable data are handed over to third parties in an anonymous formò 

(PRIVILEGED Report Stage 2). It may also be the case that the process of rendering 

identifiable data anonymous is processing data and falls under the APPD. Rynning states that 

in Sweden consent would be required for the process of anonymisation if no other legal basis 

were applicable (PRIVILEGED Report Stage 2).  

In Finland, Norway and Taiwan there was no suggestion that consent is relevant to the 

processing of anonymised or reference data.  

Box 4: Withdrawal of Consent 

PRIVILEGED members in the Nordic region were asked whether the ability to withdraw consent (from 
research) exists in the law implementing the Data Protection Directive, and what the relevant provisions are 
in other laws? In the Data Protection Directive it is not immediately obvious which provision is relevant to 
withdrawing consent. The right of access (Article 12) allows the data subject the right to request erasure or 
blocking of data, but only if the processing does not comply with the provisions of the Directive. The right to 
object provisions (Article 14) provides this right when the processing was based on Article 7(e) on public 
ƛƴǘŜǊŜǎǘ όǿƘƛŎƘ ƛƴ ŀƭƭ bƻǊŘƛŎ ŎƻǳƴǘǊƛŜǎ ŘƻŜǎ ƛƴŎƭǳŘŜ ǎŎƛŜƴǘƛŦƛŎ ǊŜǎŜŀǊŎƘύΣ ōǳǘ ǘƘŜ ƻōƧŜŎǘƛƻƴ Ƴǳǎǘ ōŜ άƧǳǎǘƛŦƛŜŘέΦ 
Provisions in countries are outlined below. 

In Denmark, the APPD provides the data subject with a right to withdraw his/her consent, however 
this only applies in situations where the processing is based on the consent in the first place. The same 
applies to tissue samples. In Finland, there are no explicit provisions relating to withdrawal of consent in the 
APD. However, the Act on Medical Research and Government Regulation 986/1999 require that the research 
subject can withdraw consent, and should be informed of this right before the start of the research. The 
Tissue Act also contains provisions on withdrawal of consent relating to retention of organs and tissues for 
medical use. In Norway there is no specific provision in the Personal Data Act on withdrawing consent. The 
Biobank Act contained provisions for withdrawing consent in Section 14. Consent could be withdrawn at any 
time, and the individual can request destruction of the biological material, or the personal data to be erased 
or returned. The right to withdraw does not apply to anonymised material or data, material forming part of 
another biological product after processing, or if the data have already been used in publications. The more 
recent Health Research Act also covers withdrawal of consent in Section 16, it applies to future uses rather 
than past usesτand is stricter than the Biobank Act in that the exemption only applies to completed 
scientific analyses. In Sweden provisions on withdrawal exist in the Personal Data Act, the Biobanks Act 
(samples only) and in the Ethics Review Act.  

 
The provisions in the Personal Data Act and the Act on Ethics Review make it clear that already 
registered data may still be processed after the withdrawal, but no further information may be 
collected or otherwise processed. There is thus no requirement for the destruction of data as a 
consequence of the withdrawal. In the Biobanks Act, withdrawal shall result in the destruction or 
ŘŜƛŘŜƴǘƛŦƛŎŀǘƛƻƴ ƻŦ ǘƘŜ ǎŀƳǇƭŜΣ ōǳǘ ǘƘŜ ŎƘƻƛŎŜ ƛǎ ƴƻǘ ǘƘŜ ŘƻƴƻǊΩǎ όwȅƴƴƛƴƎΣ ŜƳŀƛƭ ŎƻƳƳǳƴƛŎŀǘƛƻƴύΦ 

 



 

Distributed under creative commons licence cc by-nc-sa (UK:England & Wales) Jessica Wright 
For licence details see http://creativecommons.org/licenses/by-nc-sa/2.0/uk/    

24 

 

- Age of Consent 

 

PRIVILEGED members were asked whether consent to take part in research involving 

BBGDs can only be given by a person above a certain age. 

In the Danish APPD there is no specific age given as the precondition for being 

competent to give consent. However, there are other laws and obligations relating to this. 

Denmark is a signatory to the UN Convention on the Rights of the Child which requires State 

Parties to allow mature children the right to express their views freely in all matters affecting 

them, and that these views are given due weight in accordance with their age and maturity 

(see Box 5 on Involving Children in Research). This means that in relation to decisions under 

the APPD, the level of maturity will need to be assessed in each individual case. In the Act on 

Biomedical Research Ethics Committee Systems  

 
the normal age for being competent to consent to research participation is 18 years. However, in certain 

cases, children at the age of 15 years may themselves make a decision in regards to participation 

(Hartlev, PRIVILEGED Report Stage 2). 

 

This matches the Act on Health under which children are ñin general competent to give or 

refuse to give consent to treatment and care as well as to the disclosure of personal data when 

they have reached the age of 15 yearsò, in practice this could also be younger following the 

requirements of the Convention (Ibid.).  

In Finland there is no suggestion in the APD that consent can only be given by a 

person above a certain age. The Act on Medical Research states that from the age of 15, a 

person can consent to medical research as long as they are capable of understanding the 

importance of the research amongst other things. There are no other specific rules on the age 

for self-determination in Finnish legislation. 

In Norway a person must be 18 to provide a valid consent under data protection law, 

but in practice it is more flexible, allowing minors aged 15 and over to decide on 

participation. The project must be based on a research exemption in the law and depending on 

the type of research, parents may have to be informed and allowed to comment, and approval 

of a relevant official body may be required. The Health Research Act 2008 simplifies these 

conditions. Minors aged 16 and above can consent to participation in health research unless it 

involves ñbodily intervention or testing medical productsò (Kvalheim, Skolbekken and 

Ruyter, PRIVILEGED Report Stage 2). This is in line with the Patientsô Rights Act (1999:63) 

on the competence of children to agree to, or refuse, treatment and care and the disclosure of 

personal information.  

In Sweden there is no age for consent in the data protection law, however, the Data 

Inspection Board has stated that ñsufficiently mature minors may give consent on their own 

behalfò as long as they understand the meaning and implications of the consent (Rynning, 

PRIVILEGED Report Stage 2). This position is based on rules in Chapter 6 of the Parents and 

Children Code. The Biobanks in Medical Care Act also allows ñall mature minorsò to consent 

on their own behalf (see Box 5 on Involving Children in Research). ñThe Act on Ethics 

Review, however, requires the mature minor to be at least 15 years old (and in clinical drug 

trials, parental consent is always required for minors)(Ibid.).ò This applies to research using 

samples.  

In Taiwan there is no age for consent in the data protection law, and it is not clear how 

the general principles that exist in the civil and criminal law apply to research.   
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Box 5: Involving Children in Research 

 

2.2.2 Provision of Information Prior to Consent 

 

Articles 10 and 11 of the Data Protection Directive require the provision of information to the 

data subject when the data are collected, disclosed or gathered. They note that the controller 

or his representative must provide a data subject with, inter alia, the recipients or categories 

of recipients of the data and any such further information necessary, having regard to the 

specific circumstances in which the data are collected, to guarantee fair processing in respect 

of the data subject. It is interesting to know whether fair processing of either biological 

samples or data may include information on: 

PRIVILEGED Members were asked for comments on questions relating to children taking part in longitudinal 
studies: are there any provisions for including children in decision-making? How are objections from the 
children dealt with? Is there any indication that researchers must obtain a fresh consent from a child (whose 
parents/guardians may have originally given consent) when they reach a particular age?  

Denmark is a signatory to the UN Convention on the Rights of the Child which requires State Parties 
to allow mature children the right to express their views freely in all matters affecting them, and that these 
views are given due weight in accordance with their age and maturity. This means that the level of maturity 
of the child will need to be assessed in each individual case, and there is no specific age where competence 
begins. Therefore, if the child refuses to participate, this should be respected. In Danish legislation there is 
no requirement that researchers re-contact children once they have reached a certain age, but Hartlev 
argues that once a child reaches the age of 15 or 18, he or she should consent to further participation in any 
research project (email communication). 

In Finland, the Act on Medical Research states that from the age of 15 a child can consent to 
medical research (Section 8). Under this section it is clear that before this age the minor should not be forced 
into research they object to (taking into account that they should understand the purpose and implications 
of the study)τit must be in accordance with their will. The research ethics committee may also require 
consent from children younger than 15, and also that the consent is updated when the child reaches 
maturity.   

In Norway, the law does not contain provisions with regards to including children in the decision-
making process. In relation to obtaining a fresh consent when the child reaches a particular age; the 
necessary approvals, permissions or licenses normally set as a condition that when the child reaches 16, the 
researcher must obtain a fresh consent. This consent must be both retrospective and prospective, also 
covering information previously collected in order to be valid according to law. This applies to all Norwegian 
laws covered in this report. 

In Sweden, the Act on Ethics Review (covering research using samples and/or sensitive personal 
data) requires a mature minor to have reached the age of 15 in order to consent to participation in research 
(Section 18). Other minors must receive as much information as possible and may refuse to participate in the 
research (against the wishes of their parents) if they understand the implication the research may have for 
them. Also, 
 

[a] binding provision in the regulations of the National Board of Health and Welfare (SOSFS 2002:11) 
on Biobanks in Health Care, stipulates that when a minor reaches such an age and maturity that 
he/she is able to decide about the continued storage of his/her sample in a biobank, he/she should 
be given the opportunity to do so (Chapter 4 section 5). However, this provision would seem to 
cover only samples stored for the purpose of care and treatment of the donor, so there is nothing 
ŜȄǇƭƛŎƛǘ ŀōƻǳǘ ǊŜǎŜŀǊŎƘ ǎƛǘǳŀǘƛƻƴǎ Χ όwȅƴƴƛƴƎΣ ŜƳŀƛƭ ŎƻƳƳǳƴƛŎŀǘƛƻƴύΦ 

 
In Taiwan according to the Department of Health internal regulations on the collection and use of biological 
materials in research, minors will be asked to give consent (along with a legal representative) from the age of 
seven, and from then onwards can also withdraw or modify the scope of consent at any time. The guidelines 
do not mandate obtaining fresh consent at any point. 
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a. potential adverse consequences associated with participation for either themselves 

or others; 

b. circumstances where access to information or material held by the BBGD might be 

permitted without seeking their consent; 

c. the possibility that the research might be of commercial value; 

d. information on the research project required in Article 13 of the Additional Protocol 

to the Convention on Human Rights and Biomedicine, Concerning Biomedical 

Research (hereinafter the Additional Protocol Concerning Biomedical Research) 

(Council of Europe, 2005), including the purpose, the overall plan and the possible 

risks and benefits of the research project, and the opinion of the ethics committee, 

and: 

 
i. the nature, extent and duration of the procedures involved, in particular, details of any burden 

imposed by the research project; 

ii.  available preventive, diagnostic and therapeutic procedures; 

iii.  arrangements for responding to adverse events or the concerns of research participants; 

iv. arrangements to ensure respect for private life and ensure the confidentiality of personal data; 

v. arrangements for access to information relevant to the participant arising from the research and 

to its overall results; 

vi. arrangements for fair compensation in the case of damage; 

vii.  any foreseen potential further uses, including commercial uses, of the research results, data or 

biological materials; 

viii.  source of funding of the research project; 

 

and additionally: 
 

ix. the rights and safeguards prescribed by law for their protection; 

x. right to refuse consent or to withdraw consent at any time. 

 

None of the Nordic countries, or Taiwan, included any specific provisions in relevant 

data protection legislation about providing the data subject the information outlined in (a)ï(d) 

above. Rynning suggests that as the Swedish Personal Data Act requires that data subjects 

need to be provided with the ñinformation needed in order for them to protect their rights in 

relation to the processingò, and research subjects should be provided with information ñhe or 

she would need in order to decided whether or not to participate in the researchò, this could at 

least include information on potential adverse consequences (PRIVILEGED Report Stage 2). 

In Taiwan, the CPPDP Act does not explicitly require collectors to provide individuals any 

information before collecting personal dataðas there is no ñduty to informò in the first place. 

However, if collection takes place directly from the individuals they will have tell them 

something in order to obtain written consent. There are exemptions to the consent requirement 

for academic research, and so it could be possible that individuals are not informed at all 

about collection and use (see section below on  Research Exemption). In the Nordic countries, 

there are further information requirements in other laws and orders, described below. 

In Denmark, the travaux préparatoires to the Act on Patientsô Rights requires that 

when biological samples are collected in connection with medical care, the patient should be 

given information on his or her rights relating to the stored tissues. These are, briefly, the right 

to opt-out of the further use of samples for new purposes via a ñuse of tissue registerò; as well 

as the rights to have biological samples handed over or destroyed. According to the 

Ministerial Order on Information and Consent in Biomedical Research (relevant to research 

using biological samples and data) ñit is mandatory to inform research participants about the 
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rules on confidentiality and privacy protection which applies in regards to the collected 

personal dataò and ñtheir right to compensationò (Hartlev, PRIVILEGED Report Stage 2).  

In Finland, according to the Act on Medical Research and Government Regulation 

986/1999: providing information about adverse consequences is required as part of the 

general requirements of valid consent in research; information on the circumstances where 

access to BBGDs may be permitted without consent is required when this access is based on 

parliamentary legislation; no information about potential commercial uses is requiredðbut 

the research exemption would not cover commercial research or product development; and 

providing the information required by Article 13 of the Additional Protocol on Biomedical 

Research is a general requirement for medical research. These apply unless the exemptions to 

consent in the Tissue Act are used. 

In Norway, the Biobank Act stated that donors to a research biobank ñshould be 

informed about purpose, methods, risks and unpleasant consequences (§12)ò (Kvalheim, 

Skolbekken and Ruyter, PRIVILEGED Report Stage 2). This Act also included the provision 

that commercial use always requires specific, unambiguous, explicit, informed consent, so an 

individual will be informed about the commercial uses (this requirement may be modified by 

the Health Research Act which bans commercial exploitation). The more recent Health 

Research Act requires that patients are informed that human biological material may be used 

for research purposes so that they can decline or opt-out from this via a ñUse of Tissue 

Registerò.  

In Sweden, the information and consent provisions in the Personal Data Act apply to 

research involving the processing of personal and sensitive personal data. In relation to 

research using biological samples, the ñAct on Ethics Review prescribes in rather general 

terms what information must be provided to research participantsò in Section 16 (Rynning, 

PRIVILEGED Report Stage 2). This includes:  

 
- the overall plan for the research;  

- the purpose of the research;  

- the methods that will be used;  

- the consequences and risks that the research might entail; 

- the identity of the responsible research body;  

- the fact that participation in the research is voluntary; and 

- the right of the research subject to cease participating at any time (Ibid.). 

 

Following the Act on Biobanks in Medical Care (Chap 3. S.1), ñsamples may not be collected 

and stored in a biobank unless the donor has been informed about this intention and the 

purpose(s) for which the biobank may be used, and thereafter has given his/her consentò 

(Rynning, email communication). In circumstances where the samples are collected and 

information provisions between the Biobanks Act and the Ethics Review Act both apply, the 

requirements of both would in principle have to be met.  
 

2.2.3 Provision of Information Post Consent 

 

This section will consider the provision of information to research participants after they 

consent to take part in a research project or biobank, including access by individuals to their 

research results. This section also addresses the possibility of accessing other peopleôs data 

and biological samples, both from the point of view of relatives (and related third parties), and 

other groups such as researchers. Two interesting topics are considered in Box 6: Right to 

Receive Information Which May be Relevant to Health and Box 7: Right to Access Samples.  
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- Access to Research Results from a BBGD 

 

Does an individual research subject have the right to access information regarding themselves, 

or is the right of access limited in some way? The Data Protection Directive gives the data 

subject a right to obtain from the data controller confirmation and communication of data 

being processed, as well as to request rectification, erasure or blocking of the data if it is 

inaccurate or incomplete (Article 12(a) and (b)). However, there are three possible research 

exemptions to Article 12 through Article 13. The first is valid if scientific research can be 

seen as an important economic or financial interest of the state (Article 13.1(e)). The second 

occurs if scientific research is seen as necessary to protect the rights and freedoms of others 

than the data subject (Article 13.1(g)). Article 13.2 also contains a direct opportunity for an 

exemption to Article 12 for scientific research subject to adequate legal safeguards
16

. This 

section considers the right to access in the relevant data protection laws, followed by other 

law governing data and/or biological samples (also see Box 7: Right to Access Samples).  

 In all countries there is a right to access in the national data protection legislation, and 

in at least Denmark, Finland, Norway, Sweden and Taiwan, there is no distinction (in terms of 

the right to access) between information which is already known and that which is unknown 

at the time of consent. In the case of Taiwan, the right to access in the CPPDP Act (Article 4) 

is similar to that in the Data Protection Directive, and includes the right to: (1) inquire and 

request to access; (2) request to acquire copies; (3) request to amend or correct; (4) request to 

cease processing and using; and (5) request to erase.  

 In all of the aforementioned countries, except Taiwan, there are exemptions to the 

right of access provided in data protection law that can be applied to research. In Taiwan the 

right to access cannot be given up in advance or restricted by a contract, and technically no 

exemption exists. However, it could feasibly be restricted in one of two ways: the first is that 

the individual is not aware of the data collection in the first place, for example due to a lack of 

informed consent; and the second is that the Government/non-government agencies may 

reject requests for access it is ñlikely to impair the execution of public affairsò or ñlikely to 

harm substantial interests of a third partyò, amongst other things (Art. 12). One key example 

showing the potential effect of a research exemption on the right to access is Denmark, where 

because the data protection law applies to both samples and data, the research exemption 

means that there is no right of access relating to BBGDs established solely for research 

purposes, where there would be to those established for other purposes.  

Denmark, Finland, Norway and Sweden all have exemptions to the right to access 

based on provisions similar to those found in Article 13.2 and 13.1(g) of the Data Protection 

Directive.  In Denmark an exemption exists when the data subjectôs interest in obtaining 

information is overridden by essential considerations of private interests, including 

considerations for the data subject himself (Sections 30 and 32); and in some situations 

essential public interests may provide for derogations. The right has been restricted by 

Finland, Norway and Sweden following the provisions under Article 13(2) of the Directive. 

Other justifications under Article 13 include that in Finland the right of access is also 

restricted where it would cause serious danger to the data subject or rights of others (S. 

27.1.2). In Norway it is also restricted when it is either inadvisable for the data subject to gain 

such knowledge or for the protection of the obvious and fundamental interests of others (S. 

23(c) and (f)). In Sweden the Personal Data Act states that the right of access may not apply 

due to specific provisions in another law or decision under that law (see S.27), and so the 

                                                 
16

 In particular that the data are not used for taking measures or decisions regarding any particular individual, and 

as long as there is clearly no risk of breaching the privacy of the data subject (Article 13(2)). 
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Secrecy Act applies which limits the right to access ñwhen information on the health of a 

patient must not be disclosed to him or her, based on the so-called therapeutic privilege, only 

applicable in very exceptional cases where the disclosure could cause the patient to commit 

suicide or similarò (Rynning, PRIVILEGED Report Stage 2).  

Other laws and orders can modify this position. In Denmark, following the Ministerial 

Order on Information and Consent in Biomedical Research, it is mandatory that 

 
the responsible researcher is under an obligation to inform research participants about the overall result 

of the research projects and of the impact for the individual research participant provided he or she 

wishes to be informed and that it is practicable feasible to provide such information for research 

participants (Hartlev, PRIVILEGED Report Stage 2).  

 

The right to information in the Act on Health may also apply when a ñpatients participation in 

a medical trial is part of the treatment provided by the health care servicesò; however there are 

derogations to this similar to those found in the APPD above (Ibid.). This means that in 

Denmark, if a patient participates in a research project as part of their treatment, the patient 

could be entitled to receive information about his/her health, and about the possibility of 

receiving treatment etc. (see the Act on Health). If a personðwho is not a patientð

participates in a research project and the research reveals information that may be important 

to the research subjectôs health, the person must be informed unless he or she specifically has 

wished not to be informed. The Act on Patientsô Rights applies to the right of access to 

biological samples collected in connection with medical diagnosis or careðand the right to 

retrieve biological samples and/or order their destruction is included as part of the patientsô 

rights of self-determination (s.18aï18i). However, ñ[t]his right can be set aside if substantial 

public interests speak in favour of keeping the sample stored, but it is preconditioned in the 

travaux préparatoires to the Act that a request for retrieval or destruction as a rule should be 

metò (see Box 7: Right to Access Samples). Information relating to these rights are provided 

to patients in a general format, see Box 3: Nordic Countries and Opting Out above.  

In Finland the Act on the Openness of Government Activities is relevant to accessing 

health records kept in a public hospital. Access is limited by certain exemptions including that 

it would be contrary to a very important public interest, the interest of a minor, or some other 

very important private interest (Sections 10ï12). There is no Article 12-style access to 

biological material in Finnish legislation.  

In Norway, the Personal Health Data Filing System Act applies to health information 

processed by public health services, and affords no research exemption from the right to 

access information. The lack of a research exemption in the Health Data Act could be seen as 

incompatible with the Personal Data Act. Section 14 of the Biobank Act (on withdrawal of 

consent) applied the Personal Health Data Filing System Act to information held in BBGDs, 

including health and personal data derived from samples. Section 14 also provided that the 

donor is entitled to access biological material stored in BBGDs in order to require destruction, 

erasure or return of the material. ñHowever, the right is restricted, i.e. if the material is 

processed and already part of scientific products and work and if the material is anonymous 

(Kvalheim, Skolbekken and Ruyter, PRIVILEGED Report Stage 2).ò The more recent Act on 

Medical and Health Research contains a similar provision in relation to biological material in 

Section 16, and the right to access information extracted from the sample and to personally 

identifiable health information in general is set out in Section 40.   
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PRIVILEGED members were asked whether relevant laws contain a requirement that individuals be given the 
opportunity to receive research results which may be relevant to their health, separate to the Article 12-style 
right to access. In Finland, Norway and Sweden there is no specific duty in the law to provide relevant results. 
In Finland, the possibility is not mentioned in legislation, however, the Act on Medical Research implies that 
international recommendations on medical research should be followed, and sharing relevant data with the 
research subject is mentioned as an obligation of the investigator in the World Medical Association 
Declaration of Helsinki. In Norway there is no legal obligation to provide the research subject with any results 
that may be relevant to their health, but on the other hand there is no prohibition against this either. 
Practice may also indicate that research findings should be reported. In Sweden there is no specific duty to 
provide research findings, however, research ethics committees require that in the written information to be 
given to research subjects, it should be   

 
άŎƭearly stated in what manner those participating in the research can have access to their personal 
data (the results of their own analyses) or the results of the entire study (e.g. publication in the 
ƧƻǳǊƴŀƭ ƻŦ ǘƘŜ tŀǘƛŜƴǘǎΩ !ǎǎƻŎƛŀǘƛƻƴΤ ƛƴŦƻǊƳŀǘƛƻƴ ƎƛǾŜƴ ǾŜǊōŀƭƭȅ ǘƻ ŀ ƎǊƻǳǇΣ ŜǘŎύΦ Lǘ ǎƘƻǳƭŘ ŀƭǎƻ ōŜ 
made clear that those participating in the research can ask not to be told the results of any analysis 
ƛŦ ǘƘŜȅ ǎƻ ǿƛǎƘέ (Rynning, email communication). 

 
There are some relevant legal provisions in Denmark. If a patient participates in a research project as part of 
their treatment, the patient is entitled to receive information about his or her health (Act on Health). If a 
personτwho is not a patientτparticipates in a research project and the research reveals information that 
Ƴŀȅ ōŜ ƛƳǇƻǊǘŀƴǘ ǘƻ ǘƘŜ ǊŜǎŜŀǊŎƘ ǎǳōƧŜŎǘΩǎ ƘŜŀƭǘƘΣ ǘƘŜ ǇŜǊǎƻƴ Ƴǳǎǘ ōŜ ƛƴformed unless he or she specifically 
has wished not to be informed (Hartlev, email communication). The Act on Quality and Safety in Regards to 
Human Tissue and Cells, which implements Human Tissues and Cells Directive 2004/23/EC, includes 
provisions in relŀǘŜŘ ŀŘƳƛƴƛǎǘǊŀǘƛǾŜ ƻǊŘŜǊǎ ŀƴŘ ƎǳƛŘŜƭƛƴŜǎ ǘƘŀǘ άit must be clarified to which extent the donor 
is entitled to accessτor obliged to receiveτinformation which has been revealed about his or her health in 
ŎƻƴƴŜŎǘƛƻƴ ǿƛǘƘ ŀƴŀƭȅǎŜǎ ƻŦ ǘƘŜ ǘƛǎǎǳŜ ǎŀƳǇƭŜǎέ όHartlev, PRIVILEGED Report Stage 2).  

 

Box 6: Right to Receive Information Which May be Relevant to Health 

 

- Access to Other Peopleôs Data and Samples in a BBGD 

 

If genetic data are ñshared dataò (see section above on Multiple Data Subjects and Group 

Data), it could be possible that Article 12-style access rights apply to relatives (or other 

related subjects) for certain types of data and perhaps even the samples stored in BBGDs. 

PRIVILEGED members were asked whether legislation in their countries gives access rights 

to individuals when they themselves were not the research subject. This question is first 

considered from the point of view of relatives (and related third parties), and secondly from 

the perspective of other groups such as researchers.  

 In Finland, Norway and Taiwan it seems possible in principle that individuals may be 

able to access research results when they are not themselves the research subject, following 

data protection legislation. In Taiwan it does not matter ñwhoò contributes the data, if the data 

are sufficient to identify a specific person, they may have access. In Sweden, the answer to 

this question is not clear; nor has it been tried. However, the disclosure of genetic information 

to relatives has been discussedðand the disadvantages of informing relatives have been 

estimated to outweigh the potential benefits. Thus relatives have no ñunconditional right to 

information about the hereditary traits found in the genome of the index patient, should this be 

against his/her wishesò(Rynning, PRIVILEGED Report Stage 2). One major disadvantage of 

disclosing genetic in information to relatives is the fact that providing them information on an 

increased risk of hereditary disease indirectly discloses health information about the primary 

research subject. In Denmark, the opposite approach has been taken to some extent. While it 
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is true that the Article 12 right to access in the Danish APPD only applies to data related to 

the data subject and not to data related to other persons; if a BBGD was constructed as part of 

a trial related to the treatment of an individual, the 2006 revision to the Act on Health may 

allow relatives access to that information ñin connection with genetic diagnosisò, even 

without the individualôs consent, if it is necessary in order to provide the ñproper treatment 

and careò of the relative (Hartlev, PRIVILEGED Report Stage 2).  

 In relation to accessing the biological materials of relatives, it is often the case that 

only the donors may exercise any rights relating to them, for example in the Norwegian 

Biobanks Act access to biological samples (in the guise of withdrawing consent by requesting 

destruction or return of the material) was only possible for the donors themselves. A different 

perspective is found in the Finnish Tissue Act, which includes provisions allowing relatives 

access to stored biological samples, even when these have been originally taken for medical 

research. When access is needed to ñestablish the hereditary character of a disease diagnosed 

in another personò (Section 20), in general, consent from the person who gave the sample is 

required. However, if the person has died, the health unit or unit for whom the samples were 

collected shall decide whether to give up the biological sample for this purposeðunless the 

deceased prohibited it when alive (see Box 1: Advance Directives and use in Relation to 

Research).  

 There are also examples in legislation of allowing a different type of access to samples 

or information stored in BBGDs. In Norway the Act on Medical and Health Research 

recognises a legitimate interest for access by researchers to data and human biological 

materialsðin fact creating a legal obligation on the institution, person or body responsible to 

give other researchers access to biological material either from research biobanks or treatment 

and diagnostic biobanks (Sections 28 and 31).
17

 The research project needs to have been 

approved by a RREC. This obligation exists unless the institution itself needs the samples, or 

for other specific reasons. One of these reasons could be that the proposed research does not 

comply with the original purpose of the research biobank, which implicitly considers the 

degree of deviation the proposed use has from the original information given to, and consent 

obtained from, the donors. The right to access is supported by a possibility to appeal the 

decision to the REC that approved the research biobank if access to it is denied. There is no 

specific provision in this Act regarding the need to inform research participants of this type of 

tissue sharing.  

 Similar provisions also exist in relation to data. In Sweden, following the access to 

official documents legislation, researchers may obtain access to health data, subject to quite 

strict privacy provisions. However, there are no comparable legal rights for researchers to 

access the samples. A case was tried under the Swedish Administrative Supreme Court testing 

whether a blood sample could fall under the definition of a document
18

 in the Freedom of the 

Press Actðit did not.  

                                                 
17

 Provisions in the earlier Biobanks Act also allowed dissemination of biological samples to research projects 

when the purposes were seen as compatible. 
18

 ñany written or pictorial matter or recording which may be read, listened to, or otherwise comprehended only 

using technical aidsò (Rynning, PRIVILEGED Report Stage 2). See Swedish Supreme Administrative Courts, 

Regeringsrättens Årsbok 1994, note 465. 
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PRIVILEGED members were asked about the extent to which rights of access to samples are allowed in the 
legislation; answers from Denmark, Finland, Norway and Sweden are below. In two of the countries there is 
no Article 12-style access to biological material (Finland and Sweden). In Sweden the Act on Biobanks, which 
ŀǇǇƭƛŜǎ ǘƻ ǎŀƳǇƭŜǎ ŎƻƭƭŜŎǘŜŘ ǿƛǘƘƛƴ ǘƘŜ ŀŎǘƛǾƛǘƛŜǎ ƻŦ ŀ ƘŜŀƭǘƘ ŎŀǊŜ ǇǊƻǾƛŘŜǊΣ άŘƻŜǎ ƴƻǘ ƎǊŀƴǘ ǘƘŜ ƛƴŘƛǾƛŘǳŀƭ ŀƴȅ 
right of access to the sample and it would seeƳ ǳƴƭƛƪŜƭȅ ǘƘŀǘ ŀƴȅ ƻǘƘŜǊ ǊŜƭŜǾŀƴǘ ƭŜƎƛǎƭŀǘƛƻƴ ŎƻǳƭŘ ōŜ ŀǇǇƭƛŜŘέ 
(Rynning, PRIVILEGED Report Stage 2). However, following the Biobanks Act, on withdrawal of consent 
individuals can request to have the sample destroyed or anonymised (but the final choice rests with the 
ōƛƻōŀƴƪ ŀŘƳƛƴƛǎǘǊŀǘƻǊύΦ ¢Ƙƛǎ ǎƘƻǿǎ ǘƘŀǘ ǊƛƎƘǘǎ ǊŜƭŀǘƛƴƎ ǘƻ ǎŀƳǇƭŜǎ Ŏŀƴ ōŜ ŦƻǳƴŘ ǿƛǘƘƛƴ ǘƘŜ άǿƛǘƘŘǊŀǿŀƭ ƻŦ 
ŎƻƴǎŜƴǘέ ŎƭŀǳǎŜǎ ƛƴ ǊŜƭŜǾŀƴǘ ƭŀǿǎΦ ¢Ƙƛǎ ƛǎ ŀƭǎƻ ǘƘŜ ŎŀǎŜ ƛƴ Norway, where sections of the Biobank Act and the 
Health Research Act on withdrawal of consent allow donors of biological material to request destruction of 
the material (which does have some exemptions, see Box 5: Withdrawal of Consent).  

Access rights in relation to samples are sometimes ŎƭŜŀǊƭȅ ƭŀōŜƭƭŜŘ ŀǎ ǊŜƭŜǾŀƴǘ ǘƻ ŀƴ ƛƴŘƛǾƛŘǳŀƭΩǎ 
άǎŜƭŦ-ŘŜǘŜǊƳƛƴŀǘƛƻƴέΦ Lƴ DenmarkΣ ǘƘŜ !Ŏǘ ƻƴ tŀǘƛŜƴǘǎΩ wƛƎƘǘǎ ŀǇǇƭƛŜǎ ǘƻ ǘƘƻǎŜ ǎŀƳǇƭŜǎ ŎƻƭƭŜŎǘŜŘ ƛƴ 
connection with medical diagnosis or care. The rights to retrieve tissue samples and/or order their 
destructƛƻƴ ƛǎ ƛƴŎƭǳŘŜŘ ŀǎ ǇŀǊǘ ƻŦ ǘƘŜ ǇŀǘƛŜƴǘǎΩ ǊƛƎƘǘǎ ƻŦ ǎŜƭŦ-determination (s 18aςмуƛύΦ IƻǿŜǾŜǊΣ άώǘϐƘƛǎ ǊƛƎƘǘ 
can be set aside if substantial public interests speak in favour of keeping the sample stored, but it is 
preconditioned in the travaux préparatoire to the Act that a request for retrieval or destruction as a rule 
ǎƘƻǳƭŘ ōŜ ƳŜǘέ όIŀǊǘƭŜǾΣ twL±L[9D95 wŜǇƻǊǘ {ǘŀƎŜ нύΦ LƴŦƻǊƳŀǘƛƻƴ ǊŜƭŀǘƛƴƎ ǘƻ ǘƘŜǎŜ ǊƛƎƘǘǎ ƛǎ ǇǊƻǾƛŘŜŘ ǘƻ 
patients in a general format (see Box 3: Nordic Countries and Opting Out). 

There are some concerns in both Norway and Denmark about the impact of allowing individuals 
access rights in relation to their samples. Illustrative of this is that the National Committee for Research 
Ethics in Medicine (NEM), amongst others in Norway, have pointed to the possible problems of a 
ǇŀǊǘƛŎƛǇŀƴǘΩǎ ǊƛƎƘǘǎ ƻŦ ŀŎŎŜǎǎ ǘƻ ǊŜǎŜŀǊŎƘ ŘŀǘŀΣ ŀƴŘ ǘƘŜ Ǉƻǎǎƛōƛƭƛǘȅ ǘƘŀǘ ŀƭƭƻǿƛƴƎ ǊŜǎŜŀǊŎƘ ǇŀǊǘƛŎƛǇŀƴǘǎ ǘƻ 
demand that the biological material be deleted and the information (produced by analysing the biological 
material or collected in relation to the material) be deleted or handed over, may have some unintended and 
severe consequences on medical research. 

²ƘƛƭŜ ǘƘŜ ŎƻǳƴǘǊƛŜǎ Ƴŀȅ ƘŀǾŜ ƴƻ ǇǊƻǾƛǎƛƻƴ ŦƻǊ ŀƭƭƻǿƛƴƎ ŀŎŎŜǎǎ ǘƻ ǘƘŜ ƛƴŘƛǾƛŘǳŀƭΩǎ own samples, it 
may be possible for family members to have access if the individual gives consent, or with authorisation if 
they have died. This is the case in the Finnish Tissue Act (see the section below on Access ǘƻ hǘƘŜǊ tŜƻǇƭŜΩǎ 
Data and Samples in a BBGD).  

Box 7: Right to Access Samples 
 

 

2.3 Research Exemptions 

 

This section uses the exemptions set out in the EC Data Protection Directive as a framework 

to discuss the exemptions for research (and their safeguards) found in regulations governing 

privacy in relation to research involving BBGDs. It follows the key exemptions in the 

Directive and outlines modifications in other laws, where they have been provided. This 

section should be seen as an introduction to the topic, further work should be done to make it 

comprehensive.  

The Data Protection Directive includes specific exemptions for research purposes to 

certain provisions, and notes the type of safeguard to be applied: 

 
- Purpose specification principle (Article 6.1(b)) History, statistical, and scientific purposes are not 

incompatible with initial purposes (with appropriate safeguards which must in particular rule out 

the use of data in support of measures/decisions regarding any particular individual, Recital 29); 

- Not kept in identifiable form longer than necessary (Article 6.1(e)) (Historical, scientific and 

statistical purposes stored for longer periods must apply appropriate safeguards); 

- Right to information when data are not collected from the data subject (Article 11) Article 11.2 

provides two exemptions: one for statistics, historical or scientific research when it is impossible or 
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a disproportionate effort, and the second if the recording or disclosure is expressly laid down by law 

(appropriate safeguards required); 

- Right of access (Article 12) Article 13.2 exemptionðusing a legislative measureðwhen data are 

processed solely for scientific research or kept for statistics (there must be no risk of breaching the 

privacy of the data subject and adequate legal safeguards must be provided, in particular that the 

data are not used for making decisions about the individual). 

There are other exemptions in the Directive potentially relevant to research. For example, if 

something is necessary to safeguard the protection of the data subject or of the rights and 

freedoms of others (Article 13.1(g)), this could be exempt from: the data protection principles, 

including the requirement to process data fairly and lawfully
19

 (Article 6.1(a)); the right to 

information when data are collected directly from data subject (Article 10) or indirectly 

(Article 11); and the right of access (Article 12). Other exemptions in Article 13.1 may also 

apply to research, and according to Article 28(4) of the Directive, every supervisory authority 

should hear checks on the lawfulness of processing when Article 13 is used.  

Other potential exemptions for research include when it can be seen as linked to 

provision of care or treatment (Article 8.3 Processing Conditions for sensitive dataðconsent 

may therefore not be required) or a public interest/substantial public interest (Article 7(e) 

Processing Conditions/Article 8.4 Processing Conditions for sensitive data, again meaning 

consent may not be required). In the case of Article 8.3 above, the data must be processed by 

a person subject to an obligation of secrecy, and for Article 8.4 suitable safeguards must be 

provided (and it must be notified to the European Commission).  

This section focuses initially on exemptions to the right to information for research, 

including consideration of the exemption to the purpose specification principle, the Article 

11.2 research exemption, and Article 13 exemptions that further affect the right to information 

in research. The second topic is the principle that data are not stored in identifiable form for 

longer than necessary (Article 6.1(e)), followed by a summary of the exemptions to the 

Article 12 right of access. Relevant exemptions to the Article 7/8 processing conditions are 

then considered, and the section concludes with information on the general safeguards 

provided in the relevant laws. 

 

2.3.1 Exemptions to the Right to Information  

 

Members of the PRIVILEGED project were asked whether there is a research exemption to 

the requirement to notify an individual if their personal data are processed for historical, 

statistical or scientific purposes. Most countries said that there was such an exemption which 

would be subject to safeguards (Denmark, Finland, Norway and Taiwan), or even that the law 

did not contain one, but had been interpreted in such a way that it exists for scientific research 

(Iceland). As this exemption could be applicable to different facets of the right to information, 

the section separates discussion of the purpose specification principle (especially when 

processing for research purposes is anticipated), the Article 11.2 research exemption 

(including the distinction, if any, between Article 10 and 11 cases), and the Article 13 

exemptions that affect the right to information. 

 

                                                 
19

 Technically, implementing an exemption to Article 6.1(a) could impact upon the whole law. This is because 

the scope of this Article could be interpreted broadly to mean application of the whole of the law, or narrowly 

that lawfully and fairly cover only specific requirements of the law. In the Directive, for lawful processing, 

according to Recitals 30ï36, Articles 7 and 8 are relevant. For fair processing, according to Article 38, Articles 

10 and 11 are relevant.  
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- The Exemption to the Purpose Specification Principle
20

  

 

Article 6.1(b) of the Data Protection Directive states that personal data must be 

 
 collected for specified, explicit and legitimate purposes and not further processed in a way incompatible 

with those purposes. Further processing of data for historical, statistical or scientific purposes shall not 

be considered as incompatible provided that Member States provide appropriate safeguards. 

 

If implemented, the exemption for scientific purposes potentially means that further 

processing of collected data for statistical or scientific research has a general legal basis in the 

Directive. This interpretation could also mean that a broad or general consent relating to 

scientific research may be allowable. A further interpretation may be that an individual does 

not have to be informed about proposed further use for statistical or scientific research 

purposes, even when these are anticipated at the time of data collection. On this topic, 

PRIVILEGED members were asked whether there are any circumstances when an individual 

would not have to be informed of an intention to process data for scientific purposes when 

that intention is known at the time of data collectionðand whether there are specific contexts 

when this applies, such as collection for forensic purposes. The position in each country in 

relation to these potential interpretations and wider questions are discussed individually 

below.  

 In Denmark the APPD includes the exemption to the purpose specification principle 

with the same wording as the Directive, ñ[c]onsequently, there is a general legal basis for the 

processing of data for historical, statistical and scientific purposesò (Hartlev 2004, 64). 

Following this provision, there is no requirement to inform individuals of anticipated further 

research purposes when the data are collected. This position must be seen in the context of 

two other Acts. The Act on a Biomedical Research Ethics Committee System may require 

informed consent when both samples and data are used together (and a Ministerial Order on 

Information and Consent in Biomedical Research makes it necessary to inform research 

participants on certain topics). In the case of research based only on the use of biological 

samples informed consent may be not be required by the REC if it is disproportionately 

difficult or impossible to obtain, subject to certain safeguards. Finally, according to the 

travaux préparatoires to the Act on Patientôs Rights, patients whose biological samples are 

collection in connection with medical care should be given general information on the 

possibility of opting out of further use via a ñUse of Tissue Registerò.   

In Finland, the exemption to the purpose specification principle exists in data 

protection law. This means that scientific research is always considered to be a compatible 

purpose with the initial purpose of data processing, and therefore if data are collected and you 

may process it for research later, you donôt have to inform the individuals. This position may 

be modified for research involving data (except archived data) or samples by the Act on 

Medical Research that requires informed consent. The Finnish Tissue Act may also require 

informed consent in relation to tissues taken for medical and diagnostic purposes, and their 

                                                 
20

 The term ñpurpose specification principleò was first used in the OECD Guidelines on the Protection of Privacy 

and Transborder Flows of Personal Data (1980) and meant that ñ[t]he purposes for which personal data are 

collected should be specified not later than at the time of data collection and the subsequent use limited to the 

fulfilment of those purposes or such others as are not incompatible with those purposes and as are specified on 

each occasion of change of purposeò (Section 9); the principle was shortened in the Council of Europe 

Convention for the Protection of Individuals with Regard to Automatic Processing of Personal Data (1981) to 

ñstored for specified and legitimate purposes and not used in a way incompatible with those purposesò (Article 

5(b)). The meaning of the terms here refers to the principle in Article 6.1(b) of the Data Protection Directive. 
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further use, but also contains some research exemptions (see section above on Particular 

Processing Operations Either Requiring or Not Requiring Specific Consent).  

In Norway the exemption to the purpose specification principle exists in the PDA, but 

òin slightly different terms than the Directiveò, as research can only be seen as not 

incompatible ñif the public interest in the processing being carried out clearly exceeds the 

disadvantages this involves for natural persons (Section 11)ò (Kvalheim, Skolbekken and 

Ruyter, PRIVILEGED Report Stage 2). Interpretation of this safeguard is strict, and many 

research projects need to give specific information on purposes and uses to data subjects, as 

well as obtaining renewed consents for further research purposes. In Norway, if potential 

further processing for scientific purposes is known at the time of collection, this should be 

disclosed to the individual. ñThe decisions and the enforcement of national legislation in the 

area support this view (Ibid.)ò. The recent Act on Medical and Health Research allows for a 

broad consent (with reference to the degree of purpose specification) for the processing of 

both health information and biological material, when approved by a regional REC. This is a 

result of a gradual change in legal practice from a very strict application of the principle of 

purpose specification to less restrictive one.
21

 For example, the Biobank Act had a less 

restrictive approach than the PDA and allowed a broader definition of ñcompatibleò which 

reduced the need for prior approvals and enabled researchers to further process biological 

samples and information derived from those samples for research. However in Norway, in 

relation to consent for the use of genetic information in researchðthe Biotechnology Act does 

not foresee any exemptions relevant to research.  

 In Sweden, the exemption to the purpose specification principle exists in the Personal 

Data Act, with the safeguard that the data can only be used to take decisions about a person 

with consent or due to an extraordinary reason linked to the vital interests of the person. 

Rynning does not agree that the data subject would not need to be informed of research 

processing which could be foreseen at the time of collectionðwhy would a data controller 

knowingly withhold information that may affect the ability of the data subject to enact their 

rights (email communication)? The information and consent provisions in the Personal Data 

Act apply to all research-related processing of data in Sweden (unless the REC allows 

exemptions). In relation to samples collected and stored by a health care provider, or for 

research, explicit consent of the donor is the general rule. However, there may be an 

exemption from information and consent provisions in relation to research on previously 

collected biological material, following the Act on Ethics Review of Research. The Ethics 

Review Board would assess whether allowing the exemption ñis consistent with the general 

balance of potential risks and benefitsò (Rynning, PRIVILEGED Report Stage 2).  

 In Taiwan there are no information requirements in the CPPDP Act, therefore 

individuals do not need to be informed about anticipated processing for historical, statistical 

or scientific purposes. Following the Act, public or Governmental agencies can use personal 

data if necessary for academic research if this is beyond the specified purposes of collection, 

as long as this does not harm an individualôs substantial interests. Non-governmental agencies 

also follow a similar provision.    

 

- The Article 11.2 Exemption 

 

Article 11.2 of the Data Protection Directive includes two exemptions from the obligation to 

provide information when data have not been collected from the data subject:  

 

                                                 
21

 For more information on this topic see Kvalheim, Skolbekken and Ruyter, PRIVILEGED Report Stage 2. 
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 Paragraph 1 shall not apply where, in particular for processing for statistical purposes or for the 

purposes of historical or scientific research, the provision of such information proves impossible or 

would involve a disproportionate effort or if recording or disclosure is expressly laid down by law. In 

these cases Member States shall provide appropriate safeguards.  

 

The first exemption is for statistics, historical or scientific research when providing 

information is either impossible or a disproportionate effort; and the second applies if the 

recording or disclosure is expressly laid down by law. An initial consideration is whether 

there is a distinction between Article 10 and 11 cases in the country laws implementing the 

Data Protection Directive. This is because if there is no difference, the Article 11.2 exemption 

may be interpreted to apply in both cases. In fact Denmark, Finland, Norway and Sweden do 

have a distinction in the data protection law between the Article 10 and Article 11 cases. In 

Taiwan, there is no requirement to inform data subjects at all, and therefore no distinction 

between Article 10/11 casesðthus Taiwan will not be included in the rest of this section. 

The second question is whether the countries have implemented the two exemptions 

envisaged in Article 11.2, and if so, how they apply to research. The data protection law in 

Denmark, Finland, Norway and Sweden all implemented both exemptions. Each country is 

considered separately to outline the implications of the exemptions, and the relevant 

safeguards. In the Danish APPD, the first exemption applies where the provision of 

information proves impossible or would involve a disproportionate effort, without adding that 

this is particularly the case for processing for scientific research. This is generally considered 

to be the case in connection with large-scale research projects based on data files. This limits 

the obligation to inform. However, other laws require information and/or consent in the 

context of research (see section above on Particular Processing Operations Either Requiring 

or Not Requiring Specific Consent). One interesting point is that research projects taking 

place using personal information alone (for example based on large-scale databases) or 

biological samples alone (for example on Biobanks) may be more likely to fit into a research 

exemption to providing information on the processing, than those involving both samples and 

data together.  

 In the Finnish APD, the first exemption applies where the provision of information 

proves impossible or would involve a disproportionate effort, without adding that this is 

particularly the case for processing for scientific research. The safeguard is that the data are 

not used for decision-making. Interpretation of the exemptions for processing where data are 

collected on the basis of law leads one to conclude that the exemption applies to the registries 

made with patient records from public healthcare. These provisions may be modified for 

research involving data (except archived data) or samples by other relevant Acts described 

above. Research on archived data may be one area where a research exemption to providing 

information often applies.  

Following the Norwegian PDA, the first exemption applies where the provision of 

information proves impossible or would involve a disproportionate effort, without adding that 

this is particularly the case for processing for scientific research. The second exemption 

includes a law that applies to six national health registers. However, in Norway information 

and consent requirements are enforced strictly, and also the Biotechnology Act does not 

foresee any exemption to consent if genetic information is used for research purposes. There 

has been some gradual relaxing of rules in Norway, both in law and practice (Kvalheim, 

Skolbekken and Ruyter, PRIVILEGED Report Stage 2). The Biobank Act (Section 13) 

allowed further processing if it is ñimpossible or very difficult to obtain consentò, and the 

explanatory report mentions the ñthe danger of loosing significant research material if many 

do not sign upò, with the result that it appears that the ñinterests of science ócanô be weighedò 



 

Distributed under creative commons licence cc by-nc-sa (UK:England & Wales) Jessica Wright 
For licence details see http://creativecommons.org/licenses/by-nc-sa/2.0/uk/    

37 

when evaluating this provision (Ibid.). The recent Act on Medical and Health Research 

(applicable to both health information and biological material) also contains these 

exemptions.  

In the Swedish Personal Data Act the first exemption applies when providing 

information proves to be impossible or a disproportionate effort, with the safeguard that such 

information must be provided if the data are used to make decisions on the data subject. 

Under the second exemption, some provisions in the Personal Data Act itself apply, allowing 

disclosure of sensitive data for certain purposes, unless otherwise provided by rules on 

secrecy and confidentiality. Other laws may modify these information requirements, see 

above.  

 

- Article 13 Exemptions Which Affect the Right to Information in 

Research 

 

Several of the exemptions provided in Article 13.1 of the Data Protection Directive may 

restrict the right to information in the context of research, including for: 

 
é (d) the prevention, investigation, detection and prosecution of criminal offences, or of breaches of 

ethics for regulated professions; 

(e) an important economic or financial interest of a Member State or of the European Union é; 

(g) the protection of the data subject or of the rights and freedoms of others. 

 

This section will consider the use of these provisions in the context of research in each 

country. In the Danish APPD, both Articles 10 and 11 can further be exempted from for 

public, defence, security or judicial purposes, and justification for these exemptions may be 

through Article 13.1 of the DPD. These exemptions must be seen in the light of the more 

specific legislation in this area on biomedical research, health and patientôs rights. In Finland 

the APD states that both Articles 10 and 11 can further be exempted from for public, defence, 

security or judicial purposes. Article 11 can also be exempted from if ñit significantly 

damages or inconveniences the data subject or the purpose of the processing of the dataò, with 

the safeguard that the data are not used for decision-making (Section 24.2.3). Justification for 

this exemption may be through provisions in Article 13.1 of the DPD, although it originated 

from an older Finnish act. These exemptions must be seen in the light of the more specific 

legislation in this area on medical research and tissues. In Norway the PDA contains 

exemptions to the information provisions if it is inadvisable for the data subject to gain such 

knowledge (S23(c)), or in order to protect the rights and freedoms of others (phrased ñobvious 

and fundamental private or public interestsò (S.23(f))). The more recent Act on Medical and 

Health research may update these requirements.  

 In Sweden there is an exemption to the Article 10 or 11 right to information in the 

Personal Data Act when prescribed in a Statute, other enactment or decision under enactment. 

Of particular relevance is the Secrecy Act (Chap. 7, S.3) when information concerning 

patientôs state of health must not be disclosed to the patient if it is particularly important that, 

with regards to the purpose of care or treatment, it is withheld. Under the same Act reports 

may be withheld if disclosure would create danger to the person or mean that someone close 

to them would be subjected to violence or serious harm (Chap 7, S.6). These exemptions 

apply to all research-related processing of data in Sweden. 
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2.3.2 Article 6.1(e)  

 

Article 6.1(e) of the DPD provides that data must be: 

 
 (e) kept in a form which permits identification of data subjects for no longer than is necessary for the 

purposes for which the data were collected or for which they are further processed. Member States shall 

lay down appropriate safeguards for personal data stored for longer periods for historical, statistical or 

scientific use. 

 

This provision requires appropriate safeguards to be put in place when data are stored for 

scientific research purposes following Article 6.1(a), while acknowledging that the data may 

be stored for longer periods for these purposesðor even with the intention of use for such 

purposes. This section describes whether the provision exists in the country data protection 

law, and if so, what the safeguards are. There is one country where the provision does not 

refer to safeguards or longer storage for scientific usesðDenmark. In Taiwan, where the law 

is structured differently to the model offered by the Data Protection Directive, there are no 

provisions addressing data storage. However, in Finland, Norway and Sweden there is a 

relevant provision. The wording and safeguards vary in each country, addressed separately 

below. 

In Finland, there is an exemption in the APD when data files no longer necessary for 

operations of the data controller are to be destroyed, if either other provisions have been 

issued in a law, or the files are to be archived. There is a procedure to archive a data file 

ñwhich is significant for purposes of scientific researchò by transferring it to an appropriate 

institution, after permission is granted from Archives authority (S. 35.2). The Data Protection 

Ombudsman may give an opinion on the archiving operation. In Norway, an exemption exists 

in the PDA for storage of data for research purposes, with the safeguard that the ñpublic 

interest in the data being stored clearly exceeds the disadvantages this may entail for the 

person concernedò (S. 29). However, the more recent Act on Medical and Health Research 

prohibits the storage of unnecessary health information in Section 27, with no exemption for 

research, in contrast to the Personal Data Act. The Act further states that regional RECs may 

allow data to be kept for longer for research, leaving the position ambiguous. In Sweden, a 

relevant exemption exists in Section 9 of the Personal Data Act; however, the personal data 

may not be kept for a longer period than is necessary for the historical, statistical or scientific 

purposes. The data can only be used to take decisions about a person with consent or if there 

is an extraordinary reason linked to the vital interests of the person.  

 

2.3.3 Article 12: Right of Access 

 

Section 2.2.3 above on Provision of Information Post Consent discussed the right to access 

data and samples in the relevant countries in detail, including mention of the relevant research 

exemptions. To summarise, all countries included a right to access data in the law 

implementing the Data Protection Directive. All countries have research exemptions to this 

provision similar to those found in Article 13.2 and 13.1(g)
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 of the DPD. This is apart from 

Taiwan, where the right of access cannot be given up in advance or restricted by a contract, 

and technically no exemption exists. However, in Taiwan enacting the right is limited by the 

amount of information received by the data subject (there is no duty to provide information), 

and the request for access does not need to be fulfilled if, for example, if granting it is ñlikely 

to harm substantial interests of a third partyò (Article 12, CPPDP).  
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 However, in Sweden this type of exemption exists through the application of the Secrecy Act. 




