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Part 1: Introduction

This reportaims to describe the regulations and guidance governing the priesegrch
interface in Denmark, Finland, Iceland, Norway and Sweden (the Nordic region) and Taiwan.
The specific focus is on research involving genetic databases abdrke (BBGDs), whic

the project has defined as:

Bi o b a n k-bankiicantaihsi samples of human biological substances (e.g. cells,
bl ood, tissue or DNA)O

Genetic Database: fa genetic database col
2008b).

The structure and contentf ghis report draws from the key themes of the initial
PRIVILEGED questionnaire (PRIVILEGED 2008a). Part 1 of this report introduces the
countries from the Nordic region, with an overview of the law and existence of BBGDs both
in the region and in each auny (also see Appendix 2). Taiwan is then introduced as a
comparison to the European countries. The main body of the report (Part 2) describes the
legal framework relating to the key themes, with oo boxes focussing on specific areas of
interest. Part3 includes information on relevant guidance in each country, considering
whether it affects the legal position outlined in Part 2. The conclusion in Part 4 aims to
comment on these findings, highlighting interesting positions and potential problemd as wel
as reflecting on the national regulation on personal data as compared to biological samples.

1.1The Nordic Region

This section first gives an overall introduction to the Nordic region, both from a legal
perspective and in relation to cooperation relévarresearch using BBGDs. Following this,
each Nordic country is considered separately; with a brief summary of the type of legal
system that governs privacy in BBGDs, and the types of research activity with BBGDs in that
country. A summary then provides overview of the different approaches to legislation and
research using BBGDS in the Nordic countries themselves.

From the perspective of Comparative Law, the legal systems of Denmark, Finland,
Iceland, Norway and Sweden are often classified togetherra® A Scandi navi ano
group (Husaet al2008). They are also classed as Civil Law countries, oftegsauped into
AScandinavian Civil Lawo. Al t hough they have
like France or Germany. However, thajority of the lawis contained in formal legislatién
which is seen as the supreme source of léwd.j. The law in the Nordic countries can be
seen as a mix between powerful (Roman@ermanic elements, and weaker aspects of
common law, resulting in a xed or hybrid systemilfid., 10). Detailed preparatory works to
the laws {ravaux préparatoiresare also the norm in Nordic countries, important to help
Courts interpret the lawshbid., 43). This report therefore focuses on statutes in each country,
togdher with the preparatory works, and contains reference to few Court cases.

The Nordic countries are cooperating to produce uniform legislation throughout the
region (Nordic or Scandinavian Law) and consult each other with regards to implementing
EuropearDirectives (Smits 2007, 15). The uniform legislation and cooperation, however, are
Afonly successful where there is a practical
| aw of <contract alhidl). Dotevalleobserees that thisacamamlg m 0 (
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private | aw, with the exception of real est
anything similar) (2006, 699). This is evidence of the extensive legal cooperation between
these countries and hirtad atndt kailnt ufiallod e epda

Despite similarities and cooperation in t
(2006, 699) states that there are ndcl ear di
Husa et al (2008, 7) discuss the proke ms of the ANordicdO grourg
introducing the idea of differences between BHastNordic (Finland and Sweden) aidest
Nordic areas (Denmark, Iceland and Norway). The differences may also be a result of
different policies being held by ¢hcountries on specific topics. For example, a report by
Burrel (2006, 74) o\ssisted Reproduction in the Nordic Countries: A comparative study of
policies and regulatom ot ed t hat even f[a]fter five dec
harmonization], e Nordic countries still have very different policies in the field of assisted
reproductiono. A Nordic Committee on Bioeth
collaboration on bioethical issues and to contribute to a joint Nordic debate on labethic
questions (2009), and the committee has issued reports on human biobanks and the question
of who owns genes? An overview of legislation on biobanks prepared for the committee in
2006 shows that the law in the Nordic countries was different on questionsas: whether a
biobank requires a licence, consent for new and different uses, and options on withdrawal of
consent. Therefore, while this report does group the countries into one Nordic region, they are
considered separately in terms of the legaltposiand the question of whether the policies
are still different is an interesting one for this report.

In terms of research involving BBGDs: A
of largescale biobanking and comprehensive, populabiased hdth data registries linkable
on unique personal identifiers, enabling folomp st udi es spanni ng man)
can add up to fApower f uetal200 tFeatk®23@). Cooperationins 0 ( F
research does take place. Examples includéNtirdic Biological Specimen Banks working
group on Cancer Causes & Control, including biobanks and cohorts in Finland, Iceland,
Norway and Sweden; and the Nordic Centre of Excellence in Disease Genetics, which has
investigators from Denmark, Finland and $e studying the genetic background of
metabolic syndrome, autoimmune and inflammatory diseases and colon cancer (Swedish
Research Council 2008). There is also a Nordic EMBL Partnership for Molecular Medicine
including institutes in Norway, Finland and S¥es, which will facilitates access to databases
and infrastructure amongst other things (EMBL 2007).

This review of the law and research relevant to BBGDs in the Nordic region shows
that while there are reasons to study the region as a whole (its degserilafity and
cooperation), there are also reasons to study the countries separately (differences between the
legal systems themselves). It also shows that interpreting statute law while considering key
Court cases is an appropriate way to give an ogendf the legal position in each country,
and this is the approach followed in this report. A summary of the relevant law and research
in each of the Nordic countries is introduced befow.

! The information is brief because the project partners provided more detailed information in reports also
published as part of the PRIVILEGED project. The legal information is also summarised in Appendix 2 to this
report.
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1.1.1 Denmark

Denmark is a member of the EU and has implentetite Data Protection Directive through

the Act on Processing of Personal Data (APPD) 200@& data protection legislation is
interpreted to also apply to biological samples, and extends to registration of biobanks with

the Data Protection AgenéyThereare many other relevant acts and ministerial orders which

apply to both samples and data used in research involving BBGDs in Denmark. There is the

Act on a Biomedical Research Ethics Committee System (2008rning biomedical

research projects involvinguman beings, and aatsont ai ni ng provi si ons
including he Act onHealth (Consolidation Act 2008) ande Act on Pati ent so
These Acts have supporting administrative regulations covering topics such as information

and cos e nt in biomedical research (Ministerial
Ti ssue Registero (Ministerial Order No. 96
Appendix 2).

Exi sting BBGDs in Denmark include: NnBi ot

harmonise all Danish biobanks that are to be used for research purposes, counting
approximately 15 million samples in the major Danish biobanks; 135 biobanks have
registered with the Data Protection Agency, which is thought to be incomplete; also many
Danish biobanks are dual use (diagnostic and scientific), for example the Danish PKU
(Phenylketonuria) Biobank containing Guthrie cards with a spot of blood, covering all

newborn children in Denmar k. Frank (2000) S
reputation for possessing the most complete and interwoven collection of statistics touching

on al most every aspect of |1ifeo, with the C
everything from medical recor ds dllonked withi oecor
one | D number. Some researchers aim to conn:
shed | ight on the complex interplaylbdgt ween
1.1.2 Finland

In Finland, the law implementinthe Data Protection Directivie the Act on Personal Data
(APD) 1999. Severahore specific laws apply to research whose provisions may override the
rules in the APD.The Finnish Act on Medical Researd®99 applies to most medical
research involving pants and/or human tissue and contains more specific rules than the Act
on Personal Data in that conteXhe Finnish Act on the Medical Use of Tissues and Organs
(the Tissue Act) (2001) applies to the utilisation of human tissues, generally in a
transplandition context but it also includes specific rules concerning the use of tissues in
research, which override both of the previous aotsee Government Regulation (1999) also
contains provisions relating to consent and information requirements for mediealate
Legislation on biobanks is also currently under preparation in Finland, at the time of writing
this report.

Existing BBGDs in Finland include the National Biobank of Finland that preserves
DNA cohorts collected in Finland, and the facilities a tiational Institute for Health and
Welfare hold DNA from more than 200,000 individu?ls.

2 The list of registered biobanks is availtthrough the website of the Danish Data Protection Agency,
http://www.datatilsynet.dkflast accessed T0November 2009).
% See the websitettp://www.nationalbiobank#/ (last accessed 10 November 2009).
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1.1.3 Iceland

Iceland is a member of the European Economic Area (EEA) and has implemented the Data
Protection Directive through th&ct on the Protection of Prieg as regards the Processing of
Personal Data 2000rhe Act on a Health Sector Database 1998 governs the creation and
operation of a centralised database of -personally identifiable health data (including
genetic data) in order to increase knowledgenjarove health and health services (Article 1).
This Act does not apply to biological samples. One important Icelandic Supreme Court Case,
Gudmundsdottir, R. vs. The State of Iceld@8603) applies to this Act, and is described
further below. This case ieffect showed the Act to be unconstitutional, as it did not protect
privacy sufficiently considering the privacy provisions in the Icelandic Constituiond@l
and Thorgeirsdottir, PRIVILEGED report .1Yhe Act on Biobanks 2000 applies to the
collection of biological samples, and their keeping, handling, utilisation and storage in
bi obanks: Afa coll ection of biological sampl e
3). The Act does not cover samples that are temporarily stored for up to fivewle@alsmay
include samples used for research. This Act is complemented by Regulations on the keeping
and utilisation of biological samples in biobanks 2001.

deCODE Genetics, a private, fprofit company, was to construct the Health Sector
Database (HSD) ith the idea of crosgeferencing it to genealogical data and genetic data.
Nordal and Thorgeirsdottistate that the HSD was never actually realigeRIVILEGED
Report Stage 1)deCODE used medical records for specific research projects and collected
gendic samples from over a third of the population (140,000 people, Sample 2009). It also
created a database with the genealogies of the population from the settlement h the 9
century to the present day that ha)s. bke®ODEAc
developed into a pharmacogenetics company over the years, however, it filed for bankruptcy
in 2009 amidst financial problems (Sample, 2009). Other research biobanks also exist, one
example being the Reykjavik Heart Study run by the IcelandictH&ssociation. The
Director General of Health must annually issue a register of biobanks, purposes, activities and
protocols under Article 12 of the Act on Biobanks 2000.

1.1.4 Norway

Norway is a member of the EEA and has implemented the Data RyontBatective through

the Personal Data Act (PDA) Act 2000che Act on Medical and Health Research 2008
(Health Research Act) regulatesedical and health research involving natural persons,
human biological material and health information since 1 July@20Be Act contains a
chapter on research biobanks and research involving human biological material. Other
regulations still apply in certain contex®e Norwegian Biobanks Act 2003, whicpplied

to biological material (even to one blood sample helddsearch) and information generated

as a result of processing the sample (even after the biological material itself is destroyed), is
now entitled the Act on Treatment Biobanks and regulates the establishment of treatment and
diagnostic biobankslhe Act on the Application of Biotechnology (Biotechnology Act) 2003

(as amended) contains provisions on the use of genetic information (not defined) in research
that still apply since the Health Research Act came into fdree. Biobanks and Personal

Data Acts ae included in this report as the more recent Health Research Act builds on their
provisions and Arepresents more continuity 1
(Kvalheim, Skolbekken and RuytétRIVILEGED Report Stage 2)
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In Norway, the Instute of Public Health runs a public register of the establishment of
research, diagnostic and treatment biob&nis.least 1712 research biobanks have been
established in Norway since July 1, 2003 (245 are registered as established before that date).
There is also information about 182 diagnostic and treatment biobanks (see Kvalheim,
Skolbekken and RuytePRIVILEGED Report Stage 2). Both types of biobanks contain
several million samples. Biobanks for Health (Biohealth Norway) has been established to
exterd, and encourage the cooperation of, already existing epidemiological surveys such as
the Cohort of Norway (CONOR) nationwide epidemiological database (combining several
large regional health studies) and the Norwegian Mother and Child study. This &gontr
the idea of establishing one large national research biobank. TherMmdelag health study
(HUNT) is an example of one regional health study, which collected health histories,
genealogies and biological samples to look at various health tdpncsy lexists as a biobank
together with a database crdsking family and individual data with regional and national
health registries.

1.1.5 Sweden

Sweden has enactachumber of statutes and ordinances at least partly for the implementation
of the Data Protection Directive, thus explicitly addressing different areas of processing of
personal data, as defined in the Personal Datd #@8 (see Appendix 2This personal data
legislation is subsidiary to the Access to Official Documents/Freedomaiation body of
legislation when public authorities process the data. Adteon Ethics Review of Research
Involving Humans 2003 covers research involving the processisgnsitivedata concerning

living persons, as well as research involving the ussaaiples, amongst other things. The
Act on Genetic Integrity 2006 covers the use of genetic information derived from health care
activities or medical research. The Biobanks in Medical Care Act 2002 covers samples
collected within the professional acties of a health care provider that can be traced back to
an identifiable donor (excluding those collecteyl pharmaceutical companies or research
institutions). The Biobanks Act is at present being revised. There are othetdalivey with

donor autonomyremoval of biological samples for research from deceased persons, and
standards and quality of human tissues and cells, which are relevant in certain contexts (see
Appendix 2).

Two types of Biobanks may be used for research purposes in Sweden: research
biobanks and dual or muitise biobanks. In relation to biobanks established for research
purposed the National Board of Health and Welfare keep a register when the biobank falls
under the Biobanks in Medical Care Act 2002. A request to the Board for adteelgistered
biobanks mentioned approximately 25 research biobanks containB@000 samples. A
report by the Swedish Research Council (2008) does list some of the largest (primarily)
research biobanks, including the: Medical biobank in Umed; Karalirsktitutet (KI)
Biobank; Cohort of Swedish Men; and All Babies in Southeast Sweden (ABIS). At one stage
all commercial rights to the medical biobank in Umea was assigned to a company called
UmanGenomics, created lipy Umea University in collaboration witVasterbotten County
Council (Hoeyer 2006). Rose (2006) suggests the company failed because it could not secure
adequate investmerntifegene is a prospective cohort study planning to study half a million
Swedes (using samples, questionnaires and fallwvith the aim of creating new tools to
prevent, diagnose and treat common diseases.

* Available online ahttp://www.fhi.no/(last accessed 19 January 2010).
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The Swedish National Biobank Program estimates that the health care system contains
50i 100 million samples. These biobanks will then often be available for research use
afterwards. The Swedish Association of Local Authorities and Regions (SALAR) has made
efforts to coordinate these to develop regional virtdblobanks, and has negotiated access
agreements between Universities and the county councils storing the saoy@gagcthe
governing principles and practical handling of research access. The Swedish PKU biobank
contains more than 2.7 million blood samples from children born in Swedish hospital since
the mid 1970s, and is administrated by a University Hospitalaock&blm.

1.1.6 Summary

The results of this review show that each Nordic country has taken a different approach to the
regulation of research involving biobanks and genetic databases. First, the countries are
disparate in their approach to whether bgital samples are covered by the definition of
personal data in the laws implementing EC Data Protection Directive 95/@6(iQurther
information see sectioR.1.1on Regulation of Biological SamplesSecondly, the countries

use a variety of different means to protect medical research itself, whether through legislation
on the system of research ethics committees in the country (Denmark, Sweden), in a way
similar to the clinical triss model (Finland), or on medical and health research in general
(Norway). Thirdly, some countries have focused on the particular problem of biological
sampleghroughregulating biobanks (Norway, Sweden, Iceland)referring to them in the

tissue and @an transplantatiolegislation(Finland, Sweden). This is not to mention relevant

|l egislation referring to patientos rights
integrity in Sweden or on the application of biotechnology in Norway); or those laws
implementing European Directives (on human tissues and cells or clinical trials). These
differences between the approach of each country confirms that there are reasons to consider
the countries separately, the approach taken in part two of this repmf, nvaps the answers

to specific legal questions.

Biobanks used for research, whether established with this aim, or asiseuitiedical
sample collections, are common in the Nordic countries. In most Nordic countries a register
of biobanks exists, but may not always be easily accessible or cover all existing biobanks.
Currently, Denmark and Norway are focusing on harmonising existing biobank projects.
Iceland moved to create a national project based on the Health Sector Database, but this has
not beenfully realised. Large research studies are still being initiated in the region, for
example the Swedish Lifegene project, intending to include half a million Swedish people. In
many of the Nordic countries the health care systems have collected milficasnples,
which are then available for research use afterwards. For example, in both Denmark and
Sweden a PKU biobank exists, covering a large percentage of newborn éhidarérhis is
also used for research. Largeale databases also exist in the coest for example in
Denmark, a great deal of statistics are collected on individuals linked with one ID number,
and it is planned to conduct research by connecting these databases to genetic information.

1.2 Taiwan

Taiwan is included in this report for mgarison to the position in the Nordic countries.
Taiwan falls into the category of AGer man |
systems due to the influence this type of law has had on legal development in Taiwan. Taiwan

has a mixed or pluralist sysh combining Civil and Customary law (but based on civil law)
(CIA 2009) . This mixture is expl aseeVadg by Ta
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2002). In Taiwan th&€omputerProcessed Personal Data Protection Act (1995) (CPPDP) is
currently the majotegislation protecting the security and privacy of personal data, and it has
not been amended since it was enactdx provisions in the CPPDP are quite different to
those found in EC Directive 95/46/ECertain provisions in the Civil Code and Criminal
Code cover privacy interests, and operate alongside the CPPDP (see Appendix 2). However,
these provisions are seen as too general to effectively regulated BBGDs, and so the focus in
this report will be on the CPPDP.

Other relevant law includes the®™@mendment of theConstitution (in 2000)ogether
with the 2005 Indigenous People Basic Law of Taiwan, which relate to the protection and
interests of Taiwanese aborigines. As a basic law, the Indigenous People Basic Law declares
abstract policies requiring tler regulations to flesh them out, and contains no enforcement
provisions. However, it contains a requirement that

€ academi c r es e andigetouspeopledhdil eonsalt vétla theadigenouspeopleand
obtain their consent or participation. & mdigenougpeoplecould share related benefits (Article 21).

This law is discussed further belownAnternal regulation for the Department of Health
existswhich primarily applies to biological materi@isGuidelines on the Collection and Use
of Human Biological Materials for Resear8hbut they do not cover private partieghis
means that there is currently no general law regulating the use of biological samples in
research. Th®epartment of Health is sponsoring a research project initiating a dréfé of
ANati onal Bi obank Mmaends goegulata biobahls esbtablishedhby hen
government, but at the time of writing no law had been passed. This review shows that the
law is in flux in Taiwan, a similar position to the European counttisvever, the use of
biological samples in research is largely unregulated in Taiwan, which is not the case in the
Nordic countries.

There is a Taiwan Biobank Project based at Academia Sinica (a government
sponsored research institute accountable onlfigdPresident), funded by the Department of

Heal t h. This 1 s seen as contributing toward
and wil |l be part of a wider project to conve
possible, soastostrengthe Tai wands capacity i netag2808,e) medi c

The project began (after a pilot study) with ethics approval from Academia Sinica. The
Taiwan Biobank Project intends to recruit 200,000 people project is commencing at a
similar timeto the Swedish Lifegene project. However, as shown above, several of the other
countries in the Nordic region are currently looking to consolidate existing biobanks rather
than startingambitiousnew national projects.
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Part 2: Regulating BBGD Research

Part 2 describes the regulations governing the privesgarch interface the Nordic region

and Taiwan. The structure and content of this section draws from the key themes of the initial
PRIVILEGED questionnaire (PRIVILEGED 2008a). These included a stfoogs on the

scope of data protection legislation (anonymity, identifiability, application to biological
samples, deceased persons, secondary data subjects or groups), before extending to the nature
of protection (consent, providing information, and ascesinformation), and questions on

the extent of research exemptions for research involving BBGDs. In each question the
protection under data protection legislation and legislation governing personal information is
considered, followed by an overview diet position for legislation protecting biological
samples when possible (for notes on methodology, see Appendix 1). The countries are
considered separately under each question. Specific areas of interest are highlighted using
boxes.

2.1. Scope of the Law

This part of the report seeks to establish when the legislation governing privacy in research
using BBGDs is engaged. Initially an overview is given of whether the data protection
legislation in each country also applies to biological samples, togettiesavie indication of

the bigger picture in terms of the regulation of samples and data. Then further questions are
addressed on the scope of laws in terms of identifiability, living and deceased research
subjects, and groups of individuals taking pathia research.

2.1.1 Regulation of Biological Samples

As research involving BBGDs invariably involves both biological samples and personal data,
it is useful to know whether these are regulated together or separately. The preliminary
question is whethertheda ni t i on of personal data in the
include a biological sample. After considering this question, in order to set the scene for the
remainder of the report, the wider legal framework in each country is outlined in terms o
whether biological samples are regulated together with personal data, or separately.

When interpretinghe Act on Processing of Personal Data (APPD) 20@enmark

[tlhe Danish Data Protection Council (Registerradet) has made a decision regaedapglibability of

the Act on Protection of Personal Data in relation to human tissue banks. According to this decision,
human tissue should be treated as personal data. Furthermore, a tissue bank storing samples of human
tissue is considered a manual stgi and thus covered by the Act on Protection of Personal Data
(Hartlev 2004, 60).

This means that in Denmark the data protection legislation is relevant to the regulation of both
biological samples and data used in research involving BBGDs. Profesdt@vHead not

heard of any problems with how this system works in practice (email communication).
Although biological samples are regulated as personal data under the data protection law,
there are other laws in Denmark that specifically regulate ceitaatisns for both data and
samples; such as biomedical research or collection of data or samples in relation to medical
care.
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In Finland, the law implementing the Data Protection Directd@es not apply to
biological samplegAct on Personal Data (APD)9B9). However, in the Act on Medical
Research 1999, which deals with interventional medical research, data are treated identically
to biological samples. More specific rules exist for samples in the Tissue Act in certain
contexts linked to transplantaticand research. Samples and data are therefore regulated
separately in Finland, but the legislation on medical research provides a kind of bridge.
Icelandthe legal protection for data and samples is though separate regimast the the
Protection of Fvacy as regards the Processing of Personal Data 2000 aAdttbe a Health
Sector Database 1998 apply to data, and the Act on Biobanks 2000 applies to biological
samplesHowever, there are some provisions in the Act on Biobanks thattoetbe data
protection regime and give the data protection authority a role in relation to the processing of
identifiable samples.

In Norway the Norwegian Data Inspectorate initially viewed biological samples as
falling under the Personal Data Act, but this was reeisy the Privacy Appeals Bodrith
2008 who drew a distinction between the personal information (attributes) and the biological
material (sample) itself (sé€valheim, Skolbekken and Ruytd?RIVILEGED Report Stage
2). The Norwegian Biobanks Act 2008ppied to biological material (even to one blood
sample held for research), but also to information generated as a result of processing the
sample (even after the biological material itself is destroygdjvever, he Act on Medical
and Health Research 208&placed this law and defines a research biobank as the biological
samples aloné/hile the Act on Medical and Health Research regulates both personal data
and biological samples in one place, it contains separate chapters on research involving
biological material and using personal health data, and in certain situations other laws can
applyd most notably when genetic information is used and the Biotechnology Act 2003 still
applies.

In Swedemeither the personal data nor the access to official documengkatien
applies to samples. One of the reasons for implementing the Biobanks in Medical Care Act
2002 it was that there was no coverage for samples in the personal data legislation, and the
Afneed for privacy ©protect i oalesk felevant tham mipeh e s |
per sonal dat a ar e concernedo (Rynning, PRI
legislation samples and data are primarily regulated separately, and even though the Act on
Ethics Review of Research Involving Humans regulates beotiplsa and sensitive data, the
legal requirements for these still differ, partly due to overlapping lawslaiwan the
ComputerProcessed Personal Data Protection Act (1995) (CPPDP) does not apply to
biological samples. Ae use of biological samples in eesch is largely unregulated in
Taiwan. The legal framework means that data and samples are regulated separately.

The results of this review show that each country has a different legal framework in
terms of the treatment of samples and data. At the tiwverags: Iceland hdargely separate
legal regimes for samples and data and Denmark applies many of the same legal provisions to
samples and data. The other countries fall somewhere in the middle of these extremes. In the
cases of Finland and Norway theaee important laws on medical and health research that
cover both samples and data. However, while in Finland this law contains identical provisions
for samples and data (being similar to clinical trials legislation), in Norway because a research
biobank & defined as solely relating to the samples stored for the purposes of research,
different provisions for samples and data exist in the law. In Sweden the law is very
complicated and even though the Act on Ethics Review of Research Involving Humans
regulaes both samples and sensitive data, the legal requirements for these still differ, partly

® The Privacy Appeals Board is established in accordance with the Personal Data Act 2000.
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due to overlapping laws. In Taiwan samples and data are treated differently partly due to a
lack of legislation for samples. These different approaches towards thregudamples and
data are worth bearing in mind when reading the remainder of the report.

21.2 Identifiability (and Anonymisation)

Questions asked in this context include whether the terms identifiable or anonymised have
been defined within the natiahlaw, whether anonymis&dnd referencecollections fall
outside the scope of the law, and in what circumstances might these types of collections fall
under the scope of the law again (e.gidentification in altered circumstances).

In Denmarkthe concept of personal data in the Act on Processing of Personal Data
(APPD) has a wide scope in terms of who can identify an individual and how this can take
place:

[it is of no importance whether the identifying information is commonly known or onlijada to a

few persons. Coded or encrypted information is also considered identifiable if somebody has access to
the code. Consequently, if somebody is able to identify the data subject, the data will be regarded as
personal dataHartlev, PRIVILEGED Repa Stage 2

In Finland, Norway and Swedenthe scope of the definition of personal data in the
rel evant |l aws is also seen as wide in terms
linked (directly or indirectly, in whatever way and by whoevera toatural person is always
regarded as personal dat a ¢ PRIMLEGHD ReportmStageS k o | b «
2). In theS w e d ipreparatdry works, however, it is made clear that the Swedish definition
of Aidentifiabl ed i smplgalsotoded datadas lpngsasneondasd i ng f
access to the code keyo (Rynning, PRI VI LEGE
considerations such as whether an unreasonable amount of time, expense and labour must be
used to radentify a data subjedtany data potentially linked to a natural person is always
personal data. In Denmark, Norway and Sweden anonymised and reference collections are not
seen as falling within the scope of the relevant Data Protection Law. However, the broad
definition of persoal data may mean that there may be a greater potential for anonymised
collection to fall under the concept of personal data again.

In Taiwan the definition of personal data in the CPPDP Act is:

a natur al per sonds namemberdpaysieal featiirespfingert phint, marrcagen t i f i «
status, family, education, occupation, health condition, medical record, financial condition, social
activities, and other data sufficient to identify said person (Article 3.1).

As fdi dent i fyetementof thisydefiniiios, anmnyrkiseed and reference collections
are not seen as falling within its scope, as long as they cannot identify a specific person. The
definition is also seen as being broad, as there are no limits on who can identify tms pers
Further regulations modify these positions. In Denmark The Act on a Biomedical
Research Ethics Committee System applies to tissue research whether they are anonymised or
not, and while this may also apply to the data used in the tissue reseaods, itodl apply to
research on data alone. The Finnish Tissue Act does contain some provisions relevant to
biological samples to be used in research when there is no personal data associated to them. In

® Record is assodiad with (nonidentifiable) personal information (e.g. common medical/biographical data)
(PRIVILEGED 2008b).
"Record is not associated winyother personal information at all (PRIVILEGED 2008b).
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Norway the Biobank Acti pr es cr i bed atory regime prstécting bidlogigale g u |l a
samples (including anonymous) as wel |l as th
(Kvalheim, Skolbekken and RuytePRIVILEGED Report Stage 2). In this case the Act
applied to research biobanks, even when they weoamyamous. A research biobank can
include one single blood sample, temporarily stored for research purposes. This means that
uses of anonymous material, as well as information derived from those materials (even if the
material had been deleted), were coveaed needed to be notified and approved by the
research ethics committe€he Act on Medical and Health Research replaced this in 2009,
and removed the information extracted from the samples from the definition of research
biobank.Therefore it is now onlghe use of anonymous biological material, which requires
notification and approval by the research ethics committee.
In Sweden the Biobanks in Medical Care Act only covers samples collected within the
professional activities of a health care provider taat be traced back to an identifiable donor
(i.e. excluding those collecteoly pharmaceutical companies or research institutions). The
Ethics Review Act only covers research using identifiable biological samples or sensitive
personal datal h e n e vatiofi dngtamndais and quality of human tissues and cells offers
certain protection of donor/recipient privacy, but the need for identifiability at all times, in
both directions, has resulted in a mandatory requirement that the identity of both parties, i.
also therecipient should be registered with the tissue establishment (which might of course
be a private biotech company) ®(Rynning, PRI V
This review shows that while anonymised and reference collections are not covered by
dataprotection legislation, there is a broad interpretation of the concept of identifiability in
the Nordic region and Taiwan which may limit the number of collections which would be
seen as anonymised in the first place. The potential foferdification may also be high. In
Denmark, Finland and Norway further regulations can apply to research using anonymised
biological samples and, in certain circumstances, associated anonymised information. In
Sweden relevant legislation only refers to identifiable #ssand data.

2.1.3 Applicability of the Law to Deceased Persons

The key question here is whether the legislation governing privacy in research using BBGDs
applies to both living and deceased persons. In the first case, it was asked whether the
definition of personal data in Directive 95/46/EC (Article 2(a)) has been implemented to
include information or samples relating to deceased persons. If the answer was positive, then
it was asked: who (i f anyone) exer ciisstees t he
situation in other relevant laws is outlined.

In Denmarkthe APPD applies to deceased persons if there is a need for protection, as
in Danish law deceased persons are considered to have a certain right to privacy. This means
t hat thereaiightoot 6f pe®cess data regarding
communication). In each individual case it must be considered whether processing of the data
could be a wviolation of this persondés right
protecton would be decided in each individual case. Some rules in the Act are not applicable,
Asuch as the provisions regarding consent
PRIVILEGED Report Stage 2). Therefore in Denmark no one needs to exercisetahe da
s ubj ec © dis mard agyestisn of the duties of the data controller.

® The Act (2006:496) on blood safety and the Act (2008)28n standards of quality and safety in use of human
tissues and cells.
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In Finland and Norway the relevant data protection law does not cover deceased
persons. According to Finnish law, deceased persons no longer possess basic rights like
privacy. However, there are provisions in the Finnish Tissue Act that refer to research use of
samples from the deceased and from people who have died after the samples were taken. This

Act provides for the situation where living relatives may want to accesglmalesamples of

deceased persons taken for medical research purposes to see if a disease is hereditary. In
Norway the Biobank Actapplied to samples taken from deceased persons, whether that

occurs before or after the sample is taken. Information extrafttan these biological

samples was also covered, even after the samples have been debtosy@ekr, the Act on

Medical and Health Research 2008 only applies protection to samples from deceased persons,

C 0 n s e q uhe pdtentyal privacy interests ofethdeceased with regard to information
extracted from t he BB GRwlheims Skatbekkeh and dReyrer

PRIVILEGED Report Stage 2)

prot

In Swedenthe definition of personal data in the Personal Data Act includes the
statement that the naturpkrson must be alive. This means that the Act does not cover
deceased persons, however, the Patient Data Act (part of the body of legislation on processing
personal data) does extend some protection to deceased persons in the context of processing
personadata in health care. The Act on Secrecy also applies to the disclosure of information
of deceased persons held by public authorities, including for research purposes, or that already

used for researchn Sweden other laws extend privacy protection tmas from persons
who are deceased, or die after the donafltne Act on Biobanks in Health Care covers the

collection, storage and further use of biological samples from deceased identifiable persons.

The Ethics Review Act applies to biological samplkat are from deceased persons (if

removed for medical purposes, including research), but not to their sensitive personal data,
creating a discrepancy in the Act. The Board for Ethics Review may decide that close
relatives of the donor should be contactedarding any new use of the samples, and also
performs the ordinary riskenefit assessment as required under the Act. The actual removal

of samples from deceased persons e.g. for research purposes is covered by the Transplant Act,

and is based on a presad consent with a right of veto for close relatives: a review of

advance directives in relation to research in Denmark, Finland and Sweden, see Box 1 below.
I n Tai wan it i s not clarified whet her t
per s onis)deceased persons, but personal interests such as privacy interests are

generally considered to vanish after death. This may mean thatenoan claim rights on

behalf of a deceased person, but it may be possible to make decisions based eithee(a) on th
decisions made by the data subject when they were alive, or (b) with regard to the rights or

interests of living persons.

Box 1: Advance Directives and use in Relation to Research

Members were askefbr comments on the status of advance directives in their countries and what hap
in legislation when someone dies during the course of a research project.

In Denmarkthere is no specific legislation relating to advance directives in the contexeafish of
data for research purposes. Finlan& | R@lI yOS RANBOGAGSa | NB | adz
email communication). In relation to research, there are no specific regulations, but the research pr
may contain relevant researchrgcedures which are followed. In the Tissue Act, an individual can pro
others from accessing their samples after they have died, for the purposes of establishing the her¢
nature of a disease. IBweden under the Transplant Act the wishes of tlidng individual with regards td
the removal of a sample from their body after death for research purposes must be followed. In Sweds
NBadzZ 6G& Ay GwaBiNRYy3ISNI LINPGSOGAZ2Y 2F G(KS LINBO
ofbi2 t 23AO0Ff YFGSNAFE G(GKFy NBIFINRAYI REGEE oweyy

These results show that in some countries there is a stronger protection of previously expr
wishes of a living individual with regards to what happens to their tissue #fer died, than their data.
Further research could be done to assess this position across all European countries.
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2.1.4 Multiple Data Subjects and Group Data

Totheext ent that genetic data has a family di mensio
with family members having a right to information that may have implications for their own health and
future life (Article 29 Working Party, 2004, 8).

The shared dimension of genetic data (and also biological samples) could challenge
legislation based on Data Protection Directive 95/46/EC. This is due to a lack of clarity in the
Directive on how to deal with multiple data subjects for a single piece ofedgtecially from
the point of view of balancing the interests of the different data subjects (see Beyleveld &
Taylor, 2008). Members of the PRIVILEGED consortium were asked whether the national
legislation on data protection (and others related to resasstly BBGDs) had been
implemented in such a way that family members are recognised as data subjects in relation to
data or samples obtained from a relative, either implicitly or explicitly. Data or samples that
are relevant to multiple data subjectscaaltl so be seen as “Mermbersgi ng
were asked whether the possibility of group data or samples was recognised in the national
laws relating to BBGDs.

Hartlev distinguishes between two cases where data can relate to multiple data
subjects m the research context, and which lead to different protections undé&ratiish
APPD (PRIVILEGED Report Stage 2). In the first case, researchers studying one individual
(the primary data subject), collect information on their family members from theyfamil
member 6s medi cal records. In this case it [
become data subjects. In the second case, information coléxiatthe primary data subject
indirectly also relates to family members (for example, a diagnvasisa genetic disorder
would also be data relating to any identical twin). This latter situation is not specifically
addressed in the APPD. However, researchers may be exempt from informing the family
member, as this would infringe the privacy of the pariyndata subject. On the protection of
group data, the APPD applies to the processing of information regarding companies, but the
position of data relating to a group of persons is not addressed.

Other legislation in Denmark contains relevant provision2086 revision of théct
on Health provides that i1 f genetic diagnosi s
treatment, health data regarding family members can be collegthdut their consent
(Section 41.2.1).

The definition of personalata in the=innish APD includes both information linked to
an individual, and that linked to his or her family:

Section 33 Definitions

In this Act,

(1) personal dataneans any information on a private individual and any information on his/her
person&characteristics or personal circumstances, where these are identifiable as concerning him/her or
the members of his/her family or household;Act(on Personal Data)

This definition allows for the possibility of multiple data subjects for a singleepo¢ data, if
people are part of the same family. Under the definition, information relating to family can be

° There are two types of groups: people sharing genetic characteristics (reeleetihg) and selelecting

groups. The types of group who may share genetic characteristiedanthe familial group; those sharing gene
mutations which give rise to a disease; some ethnic groups, tribes or indigenous peoples; people of the same
gender; population of a country; and at a wider level, the human species as a whealeleSetfg graps may

include a commercial company, a community, a religious group.
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personal data both for the primary data subject and his relatives, who are all seen as having
equal rights under the Act. There are cluesonhow wei gh di fferent peo
example one of the restrictions to the right of access is if providing access would cause
Aserious danger to the health or treatment o
(Section 27.1.2). The deition of personal data in the APD does not extend to the possibility

of seeing the family as a Agroupo, and the I
Finland the Act on the Openness of Government Activities is relevant to health recadrds kep

in a public hospital and gives further guidelines on the balancing of interests in relation to
accessing those records (Sections1).

In Iceland the Icelandic Supreme Court caSedmundsdottir, R. vs. The State of
Iceland (2003) was on the questiai whether the medical information of a deceased father
could also be personal information for his living daughtdor@lal and Thorgeirsdottir,
PRIVILEGED Report Stage)1The case referred to the Health Sector Database TAet.
woman had requested thatalte information in medical records relating to her deceased
father should not be entered into the Icelandic Health Sector Database. The Court agreed that
she had her own i nterest i n prevendtasng t h
Ai nf or ma beiirderred ramusticd data relating to the hereditary characteristics of her
father which might al so aphp toyrtthuodeddedrtiateHef 6 (
rights of individuals for genetic privacy may be undermined by theimtimidual character
of medi cal Nordaf and Tinageirsaotiro PR{VILEGED Report Stageluring
the case the Health Sector Database Act was shown not to contain enough safeguards to
protect the Constitutional right to privacy in Iceland, effectively dewlait unconstitutional.

In Iceland the question of group data has not been tested, but Nordal hypothesises that the
only type of group that may be protected would be the family group, following the result of
the Gudmundsdotticase (answers to questionsrh stage two).

In Norway, if data can be linked to a family member, in principle they should be data
subjects under the PDA. However, in practice, family members are not afforded the same data
protection rights. Key decisions of the Data Inspectoratet@®mbudsman for Privacy in
Research show that family members are rarely informed about collection and processing, and
are therefore unable to enact their rights. Family members could be seen to be protected under
the other safeguards and provisionshia Personal Data Act and the Health Data Act. The
ambiguities linked to individual rights, and the duties of data processors, in this context also
extended to biological samples and information derived from them as regulated in the
Biobank Act

InSweden t i s 0 c eenident that a registersm&y cbntain information also on
persons associated with the primary data subject, for example family members, in which case,
these persons constitute data subject2y t hems
In the context of genetic information, Sweden has closely considered the problem of giving
relatives the right to be informed, and it was concluded that an unconditional right of access to
information should not be allowed, primarily due to the inatdmy disclosure of information

on the primary data subject. A[T] he disadvan
estimated to outwei gh t hbel). patatpetectian edislatoein e f i t s
Sweden does not apply to informabn on groups in the context

Rynning provides two examples of where the line between group and individual data is not
very clear. The first example is that in situations where the group or population is small, it
may be possibléo indirectly identify individuals, making the group data personal data. The
second example is that data concerning a certain group (such as a family or population) may
also be of such a nature that it applies to all members of the group or to certaiermemb
under certain specific conditions, in which case the data may provide information about
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specific identifiable individuals within the group. Therefore, what is first seen as group data
could also or instead be personal data; or become so (Rynningcemailunication).

In Taiwanthe CPPDP Act does not apply to family members with respect to data
obtained from a relative or to data or to information on groups. The definition of personal data

(see above) does incl ude i msbnaldateaHowaver,thesis N f an
only seen as applying to informatiabouta n i ndi vi dual 6s famil vy, su
and a younger sister l' i ving with him, i nfor

data unless they were identifiable from(Fan, email communication). In Taiwan, there is
also a basic law requiring academic researchers to conslidienous peoplesnd obtain

their consent or participation, for any research conducted in the areas in which they live. The
principle of group onsent is also followed with regards to the Taiwan Biobank. See Box 2
below for further information on group consent in Taiwan.

Box 2: Group Consent in Taiwan

Taiwan provides two examples of group consent, showing a different perspective to the Nordic cou
The first example relates to the ragement under thelndigenous People Basic Law (2005) that governm
2NJ LINAGF(GS LISNER2YyAa ¢K2 O2yRdzO0G al Ol RiaYdoultMEhiH s
indigenouspeoplel YR 200G Ay GKSAN] O2yaSyd eeoNdexampldirklaes talthe
family or community consent process, which has been developed for recruitment to the Taiwan Bioban

The 18 amendment to theConstitution in 2000 and, arising from this, the 2005 Indigenous Pe
Basic Law of Taiwan, reéet to the protection and interests of Taiwanese aborigines. As a basic law
Indigenous People Basic Law declares abstract policies requiring later regulations to flesh them o
contains no enforcement provisions (so there is no constitutional rigtremedy in the Courts). There ar
ambiguities in the law. For example, group consent isatoysNBS |j dzA NS RS> | & & LJ NI A
0KS NBljdzZANBYSyidiaz yR Al Aa Ftaz yz2did OftSIFN ¢
consent would be obtained: is one organization able to give consent on behalf of the indigenous pe
Even if it could, there is currently no officially recognised representative mechanism in place.

Taking into account the limitations of the law, it retaiimportance as a statement of polic
Especially because, &anet al (2008) state, until recently the aboriginal people were consistently used
GFNBSG T2NJ NBaSFNODK:Z |yR (KFG aGKS AaadzSa 3y
GNBFGSR 2NJ NBa&LIS OGS RhuZ tegoltstl & £26D0 tha? MdodShad: bédnifcdliected] frig
many aboriginal populations since 1990 for research without informed consent under the guise of free
checks. Another report shows that investtgrs studying Aboriginal populations have filed for gene pate
discovered as part of the research, without obtaining any consent from the groups studied (Munster
2007). The law, even as a statement of policy, can have practical efiecesxamplegiven by Fan relates tq
an incident in January 2007 where researchers took saliva samples from 29 Kavalan people for a
sponsored by the National Science Council (email communicafith® KavalanDevelopment Associatiorn
later accused the team of mmffering sufficient information, particularly because of translation problen
and that they did not gain consent from the tribe councilthe Indigenous People Basizt requires The
team destroyed the samples, and it was later found by the AcadethicsECommittee of the Nationa
Science Council that the principal investigator of the project tneohospital he/she was based @Vlackay
Memorial Hospitalyiolated medical research ethics.

Thelndigenous People Basict requires further developmenbtgive more practical protection ta
indigenous peoples involved in research, a procedure that could be informed by the policy of T
Biobank, a project which intends to involve aboriginal peoplee Ethical Governance Framework for th
Biobank requiresfamily or community consent to supplement and complement individual consent (
Group consent: PRIVILEGED stage 3). Family or community consent is obtained due to the fact that t
Ad t2y3IAGdRAYIEZ ¢FAglySasS a20xBiEes alyiRi | IOKS 4 a
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exists in Eastern culturdbid. and Fanet al 2008, 9). It also helps to avoid future disputes such as
Icelandic case above, and to build public trust. The process of group consent involves community leg
NELINSaSYydl G6AGS LI NIHAOALI yiQa LI ySt> SRdzOF A2y
consent: PRIVILEGED stage 3).

While group consent in Taiwan may have been initiated due to the presence of minority grou
could be an important acance in the procedure for recruiting people to take part in genetic reseal

2.2 The Nature of the Protection

This section considers three aspectstleg nature of protection offered by legislation
governing research using BBGDs: consent, providing information before consent, and access
to information and results after consent has been given.

2.2.1 Consent

Consent is enshrined in national and internatidenal as an important method of protecting

the individuals (and potentially groups) participating in medical research. This section first
introduces the differences in terminology relating to consent in national laws, then it
summarises the contexts whemsent may either be, or not be, required in countries. This is
followed by discussion of whether consent is required when processing anonymous or
reference collections of data or biological samples. Finally information is presented about the
age of consdrin each country for participating in research involving BBGSgecific topics

are the subject of peput boxes throughout the textiordic Countries and Opting Qut
Withdrawal of ConserandInvolving Children in Research

- Consent Terminology

This section focuses on the interpretation of terms relating to consent in the Data Protection
Directive. According to the Directive, consent for the processing of personal data must be
Aunambi guouso (Articl e Bfeaficgnd infansed indechtion ofa s a
his wishes by which the data subject signifies his agreement to personal data relating to him

being processedo (emphasi s addcessing of(speciali c | e
categories of data must be fAexplicito rathe
bel ow considers the interpretation of the t

national laws.

In the DanishAPPD t he tewumgsduaadbingpecifico ar
explanation of explicit consent. Theavaux préparatoirego the Act clarifies that explicit
consent

implies that the data subject must be informed about the scope of the consent and that the consent is so
specifc that it is clear and unambiguous for the data subject which pieces of information will be
processed, who wil/l process the information and
means that it can not be tacit or indirect. Both written antl orc ons en't can be consi
(Hartlev, PRIVILEGED Report Stage 2).

The Data Protection Agency has advised data controllers to obtain a written consent to meet
the requirements of an explicit consent. Written consent is a requirement in tbe Wealth

in certain situations, and other acts such as the Act on a Biomedical Research Ethics
Committee System may require a free and informed consent.
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Lehtonen noted that the wusage of the ter
are not consisteracross legislation ifinland (PRIVILEGED Report Stage 2). The result is
that the requirements for explicit consent for data processing and informed consent for
medical research may not be identical (Lehtonen, email communication).

In Norwaythe Persona Dat a Act uses the term fAspeci
Aunambi guouso, and al so uses the term fAunamb
Consent is normally required to be written to be valid, and cannot be passive. The specificity
of the consent is linked to the principle of purpose specification. The individual must be
informed about the purposes behind the use of the data, which shoapedically named
on the information on which the consent was based, and so broader explanatiohsndet
consent requirements. Research exemptions do exist, see below, but it is not unusual for a
renewed consent to be required if information from BBGDs is to be used for a new purpose.

The Biobank Actagreed with the Personal Data &cndr e q u i xplieitdtcongest for any

o6di fferent, wi der or new usebd6 of previously
scope of the &valham, Skolbekkenoands RupidPRIMILEGED Report

Stage 2) However, italso modified the scope in rdlan to data derived from analysis of the
biological samples, allowing for a broader consent particularly when there are few health risks
from the research. Information could be given explaining the research in broader terms such
as MNocancer craege arcc hréeserad cboé6 whereas ter ms

researchd were described as too gener al t o
f urt hetbid)uls ¢he Act oh Medical and Health Research the main rule is explicit
consent (Semn 13).Pr ocessing of Aper sonal heal th in
material as a main rule, shall be based on informed, freely given, specifieamchented
consent(lbid.). Thi s final condition, Afdocumentati or

excluding oral consent. The Act also stipulates that a broad consent to research is valid for
both biological material and personal health data, on the condition of approval by an RREC
and the participants are regularly informed about the project (a requirémagestrengthens
privacy in compari son t droadrcensestisodiired ik rel®iont ) ( S
to the degree of(bidurpose specificationo

InSwedefiunambi guouso may mean fAsomehow cl ea
In relationtothet¢ er m Aexplicito, the Swedish Data | n
consent (implied and indirect, through a na@rbal action) would not normally be accepted
(Ibid.). For an explicit consent relating to research involving sensitive data, theodataller
would be expected to make sure even more carefully that the data subject is expressing his or
her wish, i.e. by oral or written consent (Rynning, email communicatidRglating to the
term fispecifico, t he Swedi thdtitiPrettaeceptablesttpateac t o r a
person gives a broad or general consent to many types of future research using his or her
health data.

In Taiwan the CPPDP Act requires that data collectors must specify the purpose of
collection and the consent obtainedist be a written one (Articles 7 and 18), however, there
is no further information on the content of the consent, or how specific the indication of
Apurposed needs to be. It follows from the r
Aunanmbuisgbou and Aexplicito, in the way that n ¢
consent, but it could still be the case that the data subject was not fully informed.

“However, there are puzzling exemptions, fA[o]ne such
about the future processing of personal data is provided in a questionrtaake tie data subject subsequently

fills in and returns to the data controller without a
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- Particular Processing Operations Either Requiring or Not Requiring
Specific Consent

The major questions here are whether particular processing operations relating to research
using BBGDs (a) does not require specific consent, or (b) requires specific consent. In the
Danish APPD, consent is only one of several conditions for fair and lapfocessing.
Anot her processing condition for sensitive f
out statistical or scientific studies of significant public importance, provided that such
processing is necessary in order to carry out theseestudi ( Har t | e v, PRI VI LI
Stage 2 Also, if research could be seen as a task of the Administration, various types of
sensitive data can be processed, and disclosure to third parties without consent could take
place if private or public interests aldy override the interests of secrecy. This means that
feasibly, research could take place without consent. This position is, however, modified by
consent requirements in other Acts that can prevail over the APPD. Followidgtioa a
Biomedical ResealcEthics Committee System, biomedical research may only be conducted
with the research subjectds free and infor me
requirement can be derogated from (by the REC) if the research is exclusively based on
biobanks (biological samplesJhis is subject to certain safegudrdsnd may also be applied
if it is disproportionately difficult or impossible to obtain informed consent. According to
Hartlev, derogation appears to have become the rule rather than thecex(®RIVILEGED
Report Stage 2). Also, as an authorisation from an REC is not required when biobanks are
establishedor future research (they do have to notify the Data Protection Agency, however),
there is an argument that this collection may not havemeet full informed consent
requirements. Use of these samples for research, would, however, have to follow the consent
requirements in the Acn Biomedical Research Ethics Committee Systems.

Processing which requiregitten consent in Denmark includashumber of situations
for purposes other than treatment and care, for example, disclosure of data to insurance
companies or employers (the Act on Healtbhe Act provides individuals with the right to
optout from the further use of samples collectedcomnection with medical care via
registering with a AUse of Tissue Registero
seeBox 3 below onNordic Countries and Opting Qut

In Finland, according to the APD, there are other relevant processing conditions for
the processing of sensitive personal data for research purposes, apart from consent. However,
the Act on Medical Research, which applies to both data and samptpiires informed
consent for medical research (Section 6). Due to the scope of this Act, this requirement will
not apply to research solely carried out with archive patient records where no samples are
taken and the patient is not contacted. Fhmnish Tissue Acftcontains provisions relating to
biological samples taken for medical research purposes, which may only be used for research
other than that stated in the consent document with the consent of the person concerned. If the
person has diethen tle National Supervisory Authority for Welfare and Health (VALVIRA)
may grant permission for the research if justifiable cause eXis¢ésTissue Act also contains
provisions relating to consent for the use of biological samples taken for medical and
diagnosic purposes for research, in general requiring consent for this. However, there are two
situations where such consent is not required: (a) VALVIRA grants permission for use where
the consent is impossible to obtain because of the large number of saimplage of the

1 |f the research project does not involve any health risks for the individual research subject and wilhpot in a
other way according to the circumstances cause harm to that person (Hartlev, PRIVILEGED Report Stage 2).
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samples (or similar reasons), or because the person has died, and (b) the Health Care Unit/the
Unit for whom the samples were collected, grants permission, and no personal data are
disclosed.

In Norway, the Personal Data Act contaias exermption in Section Qvhere sensitive
information may be processed without consent for scientific purposes only if it is necessary
and the public interest clearly exceeds any disadvantages for the person. There are many
safeguards in the Act including notiiton and approvals. Further processing of data or
samples would also be possible under the PD.
di fficult t orheBibbarkiActd oceost i=Gpiinetexplicit consent in relation to
the collection of mlogical material to be used iagnostic and/or therapeutic biobarks
(Kvalheim, Skolbekken and Ruytd? R1 VI LEGED Report Stage 2) .
samples contained in BBGDs collected for diagnostic and treatment purposes may legally be
used for gality control and methodological projects, without informing dondisd{ 0 |,
however, the Act on Medical and Health research applies if they will be used for health
researchAnd under the Health Researéltt, regional RECs can derogate from requiring
consent inrelation to biological materiaif it was collected for diagnostic and treatment
purposes.

There are certain circumstances where consent is a requirement in Ndiveay.
Biotechnology Act contains provisions applicable to the use of genetic iatiommin
researcchaccording to this there are no exempti on
be used for r @bid'aThe Biobamku Actstipslatestbat commercial use
al ways requires Aspeci fic, i igdowsr amck explica)n d V 0
c o n s dbid).’d Thé Act on Medical and Health Reseanntovides the opportunity for
patients to opbut from research involvinglifferent and new uses of biological material
contained in diagnostic Edane ofr edi sndonmeoreBe gbar
information sed3ox 3 below onNordic Countries and Opting Qut

In Sweden processing sensitive personal data does not require corisénisi
processed for research or statistics (Section 19 of the Personal Data Act) under certain
circumstance$! Even though a processing condition may effectively give an exemption to the
consent provision, this does not mean that there is an exemption the information
provisions (see Sectior2.3 on Research Exemptign The information and consent
requirements in the Personal Data Act apply to all resegatated processing in Sweden (as
long as lhe REC does not allow exemptions). In relation to biological samples, the Swedish
Code of Judicial Procedure may allow extraordinary use of samples stored in any type of
biobank for forensic purposes (an example is the use of PKU samples to investigate the
murder of Foreign Minister Anna Lindfj.Data could also be handed out on request if it is
relevant to the investigation of a crime for which the prescribed punishment is no less that one
yearods i mprisonment.

There are other provisions in Swedish law @itlallowing optingout or requiring
specific consent for certain types of processing. The Patient Data Act provides individuals
with the opportunity to opbut from the transfer of medical records to certain regional and
national registriegfor more infomation seeBox 3 below onNordic Countries and Opting

12 There are a few exemptions from this provision in certain special cases (which may not be applicable to
research) and only the relevant Ministanogrant these.

3 The Act on Medical and Health Research actually bans commercial exploitation of research participants,
human biological information and health information, strengthening the provisions on commercial research as
applied to the use of biohks for research (Section 8).

1 Namely that the processing has been approved by the competent Board for Ethics Review.

15 This may require a Court decision.
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Out) . I n Sweden according to the Biobanks ir
collection and storage of biologid samples in a biobank ¢é requvu
the donor, with very few exceptionso (Rynni

consent is also required for the removal and collection of biological samples for research, and

for genetic healt screening (which requires written consent and a specific authorisation,
following the Act on Genetic Integrity). AOr
Board for Ethics Review may waive consent to use for new purptisds () 0 . Il n Swed
consent is also normally needed for the international transfer of biological samples.

In Taiwaniii t I's worth noting that consent IS
requirement of | awful coll ection or processi
PRIVILEGED Report Stage 2). There are two provisions where further processing of data for
research may be allowed without consent. Uidécle 8.7, Governmental Organisations can
use personal data beyond the purpose of the original collection as lorge asd is
Anecessary for academic research andbiddoes no
Nongovernmental organisations are also able to collect or computer pdatadsr the same
purpose without consent, as long as the same condarerfsllowed (Article 18.4).

Box 3: Nordic Countries and Opting Out

A number of the Nordic countries have chosen to implementaygtsystems in relation tthe use of data or
samples in research.

InDenmarki KS ! O 2y tIGASydaQ wiIaKEGa -binEomh&Seof
GA&dadzS al YLX Sa O02tf SOGSR Ay O02yySOiGA2Yy GAGK Y]
TissuewS3IAAAGSNESD® ¢KA& NBIAAGSNI Ydzad o6S O2yadzZ 4GSR
This is seen as a right of sdftermination in relation to the tissue samples. To benefit from this rig
patients must be aware of it. According thettravaux préparatoireo the Act, patients should be provide
with information regarding their rights with regards to the stored tissue samples, including the ability-tg
out of further use outside medical care. The information can be given in a gefeem: the Ministry of
I SFEGK €SI k¥BliOoKaaoBasavazgilr Aya (GKS NBf SOOIyl AY

In Icelandthe Health Sector Database Act is based on presumed consent of the populatig
establishing a centralised database of health data, with aipii$g of optingout up to six months after its
construction. Since the database was never constructed, this period remained open. According to Rosé
HpO FFGSNI GKS fF¢ 6Fa LI aaSRTI aidKS 5ANBOU 2shbdold
SELX FAYAYy3a GKS tS3ratldrazy yR GKS OAGAT SyQa N
opted2 dzi | FGUSNJ ag2NI R6ARS ySga 02 @S NNodA and Thyrdgeirstogfir,
PRIVILEGED Report Stage 1).

In Norwayunder the Act on Medical and Health ReseagdhA y NBf | A2y (2 R
O0A2E23A0FE YFOASNALIE O2y il AYySR Ay | RAF3Iy2a8GA0
is established providing patients with the rigttt opt out with respect to other uses of the sample thg
diagnosis and medicalre (Kvalheim, Skolbekken and Ruyter, PRIVILEGED Report Stage 2). This, at
pk LISNE & NBy 3 K Sdé@rmiaafick Hith NeyaBdKalfurtiBeff useioSHio®agicsamples collected
F& LI NG 2F YSRA O tbid)i T& Acti praigled that tfidrpat@ntsNsBouild e informed
advance that human biological material will in some cases be used for research purposes, and tf
patient should be given thpossibility to decline or block this use (Section 28(2)). At the time of writing,
procedures for protecting this right to information were not clear and the Tissue Register has not yet
established. However, it is clear thtte effectiveness of tbse rights depends on patients being aware
them.

InSwederii KS t I GASyd 51 G reguiatin@dh ypbut Sygtém oI teisterod
data from medical records to be processed in certain regional and national registries for qualitsgnass
FYR NB&aSHNODKE oweyyAy3Is SYI-auf doad 2or apdigytd cdmnpiiliody yiaticn
health data registries. In relation the further use of biological material collected through the activitig
health care providers, guidance douents published by the Swedish Association of Local Authorities
Regions (SALAR) envisage anayitsystem (sedPart 3: Guidande This is also what happens in practiq
GKSNE aAy YI ye Oltheédastrayédsnledstiné patiedt fils infa speciathanke 2 dz T
(Rynning, PRIVILEGED Report Stagé&His is despite the requirement of explicit informed consent in
Biobanks Actfor the collection and storage of biological materials.
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- Processing Anonymised or Reference Data

PRIVILEGED members were asked whether consent is relevant to any processing of
anonymised or reference data or samples.

In Denmarkthe Act on a Biomedical Research Ethics Committee System applies to
research using anonymised biological samples, however, it is clear that in this situation the
researcher cannot obtain informed wnofhsent
researcher should still obtain an authorisation from an REC for research with anonymised
biological samples. Hartlev also mentions the argument that in some circumstances informed
consent should still be sought when research is conducted withraiseaydaté particularly
when Aidenti fiabl e dat a ar e handed over
(PRIVILEGED Report Stage 2)it may also be the case that the process of rendering
identifiable data anonymous is processing data and falls under tHe. R§Rning states that
in Swederconsent would be required for the process of anonymisation if no other legal basis
were applicabléPRIVILEGED Report Stage 2).

In Finland, NorwayandTaiwanthere was no suggestion that consent is relevant to the
procesgng of anonymised or reference data.

Box 4: Withdrawal of Consent

PRIVILEED members in the Nordic region were asked whether the ability to withdraw consent
research) exists in the law implementing the Data Protection Directive, and what the relevant provisio
in other laws? In the Data Protection Directive it is motediately obvious which provision is relevant
withdrawing consent. The right of access (Article 12) allows the data subject the right to request eras
blocking of data, but only if the processing does not comply with the provisions of the éethie right to
object provisions (Article 14) provides this right when the processing was based on Article 7(e) on
AYGSNBalG 0sKAOK Ay Fff b2NRAO O2dzy iNAS& R2Sa
Provisions in counes are outlined below.

In Denmark the APPD provides the data subject with a right to withdraw his/her consent, how|
this only applies in situations where the processing is based on the consent in the first place. Thé
applies to tissue sampleB Finland there are no explicit provisions relating to withdrawal of consent in
APD. However, the Act on Medical Research and Government Regulation 986/1999 require that the re
subject can withdraw consent, and should be informed of this rlggfore the start of the research. Th
Tissue Act also contains provisions on withdrawal of consent relating to retention of organs and tiss
medical use. IMNorwaythere is no specific provision in the Personal Data Act on withdrawing consent
Biobank Actcontained provisions for withdrawing consent in Section 14. Consent could be withdrawn g
time, and the individual can request destruction of the biological material, or the personal data to be &
or returned. The right to withdraw doesohapply to anonymised material or data, material forming part
another biological product after processing, or if the data have already been used in publications. Th¢
recent Health Research Act also covers withdrawal of consent in Section 1fliésap future uses rather
than past uses and is stricter than theBiobank Actin that the exemption only applies tcompleted
scientific analyses. IBwedenprovisions on withdrawal exist in the Personal Data Act, the Biobanks
(samples only) and irhe Ethics Review Act.

The provisions in the Personal Data Act and the Act on Ethics Review make it clear that i
registered data may still be processed after the withdrawal, but no further information may
collected or otherwise processed. Thesethus no requirement for the destruction of data as
consequence of the withdrawal. In the Biobanks Act, withdrawal shall result in the destrusti
RSARSYUGAFTAOFIGAR2Y 2F GKS al YL ST odzi KS OK
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- Age of Consent

PRIVILEGED members were asked whether consent to take part in research involving
BBGDs can only be given by a person above a certain age.

In the Danish APPD there is no specific age given as the precondition for being
competent to give consent. However, there are other laws and obligations relating to this.
Denmark is a signatory to the UN Convention on the Rights of the Child which requires State
Parties to allow mature children the right to express their views freely in all matters affecting
them, and that these views are given due weight in accordance with their age and maturity
(seeBox 5onInvolving Children in Resear¢hThis means that in relation to decisions under
the APPD, the level of maturity will need to be assessed in each individual caseAat dime
Biomedical Research Ethics Committee Systems

the normal age for being competent to consengsearch participation is 18 years. However, in certain
cases, children at the age of 15 years may themselves make a decision in regards to participation
(Hartlev, PRIVILEGED Report Stage 2).

This matches the Act on He a lrat dompetentite give arh i ¢ h
refuse to give consent to treatment and care as well as to the disclosure of personal data when
they have reached the age of 15 yearso, i n
requirements of the Conventiolig.).

In Finland there is no suggestion in the APD that consent can only be given by a
person above a certain age. The Act on Medical Research states that from the age of 15, a
person can consent to medical research as long as they are capable of underst@anding th
importance of the research amongst other things. There are no other specific rules on the age
for seltdetermination in Finnish legislation.

In Norwaya person must be 18 to provide a valid consent under data protection law,
but in practice it is more dkible, allowing minors aged 15 and over to decide on
participation. The project must be based on a research exemption in the law and depending on
the type of research, parembsy have to benformed andallowedto comment, and approval
of a relevant oftial body may be required. The Health Research Act 2008 simplifies these
conditions. Minors aged 16 and above can consent to participation in health research unless it
i nvol ves Abodily intervention or testing m
Ruyter PRI VI LEGED Report Stage 2). This is in 1|
on the competence of children to agree to, or refuse, treatment and care and the disclosure of
personal information.

In Swederthere is no age for consent in the datatection law, however, the Data
l nspection Board has stated that Asufficient
behal fo as | ong as they understand the mean
PRIVILEGED Report Stage 2). This positimbased on rules in Chapter 6 of the Parents and
Children Code. The Biobanks in Medical Car e

on their own behalf (see Box 5 dnvolving Children in Researgh. fAdt lore Ethics

Review, however, requires the mature minor to be at least 15 years old (and in clinical drug
trials, parental consent is always required forminthbi&)) . 6 Thi s applies to
samples.

In Taiwanthere is no age for consent irettlata protection law, and it is not clear how
the general principles that exist in the civil and criminal law apply to research.
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Box 5: Involving Children in Research

PRVILEGED Members were asked for comments on questions relating to children taking part in longi
studies: are there any provisions for including children in decisiaking? How are objections from th
children dealt with? Is there any indication thasearchers must obtain a fresh consent from a child (wh
parents/guardians may have originally given consent) when they reach a particular age?

Denmarkis a signatory to the UN Convention on the Rights of the Child which requires State R
to allow mature children the right to express their views freely in all matters affecting them, and that t
views are given due weight in accordance with their age and maturity. This means that the level of m
of the child will need to be assessed in leaedividual case, and there is no specific age where competg
begins. Therefore, if the child refuses to participate, this should be respected. In Danish legislation t
no requirement that researchers feontact children once they have reached ertain age, but Hartlev
argues that once a child reaches the age of 15 or 18, he or she should consent to further participation
research project (email communication).

In Finland the Act on Medical Research states that from the age of 15 a childceasent to
medical research (Section 8). Under this section it is clear that before this age the minor should not be
into research they object to (taking into account that they should understand the purpose and implicg
of the study} it must be in accordance with their will. The research ethics committee may also req
consent from children younger than 15, and also that the consent is updated when the child re
maturity.

In Norway, the law does not contain provisions with regards tolirling children in the decisien
making process. In relation to obtaining a fresh consent when the child reaches a particular ag
necessary approvals, permissions or licenses normally set as a condition that when the child reacheg
researcher mst obtain a fresh consent. This consent must be both retrospective and prospective
covering information previously collected in order to be valid according to law. This applies to all Norv
laws covered in this report.

In Sweden the Act on Etluis Review (covering research using samples and/or sensitive per
data) requires a mature minor to have reached the age of 15 in order to consent to participation in reg
(Section 18). Other minors must receive as much information as possible gntefuae to participate in the
research (against the wishes of their parents) if they understand the implication the research may hg
them. Also,

[a] binding provision in the regulations of the National Board of Health and Welfare (SOSFS 2(
on Biobanks in Health Care, stipulates that when a minor reaches such an age and maturi
he/she is able to decide about the continued storage of his/her sample in a biobank, he/she s
be given the opportunity to do so (Chapter 4 section 5). Howetves, provision would seem tg
cover only samples stored for the purpose of care and treatment of the donor, so there is ng
SELX AOAG | o62dzi NBASENOK arlddzZ GA2ya X oweyy

In Taiwanaccording to the Department of Health intern@gulations on the collection and use of biologid
materials in research, minors will be asked to give consent (along with a legal representative) from the
seven, and from then onwards can also withdraw or modify the scope of consent at any tienguitlelines
do not mandate obtaining fresh consent at any point.

2.2.2 Provision of Information Prior to Consent

Articles 10 and 1Dbf the Data Protection Directive require the provision of information to the
data subject when the data are collected, disclosed or gathered. They note that the controller

or his representative must provide a data subject witér, alia, the recipients 0categories
of recipients of the data arahy such further information necessahaving regard to the
specific circumstances in which the data are colled¢teduarantee fair processing in respect
of the data subjectlt is interesting to know whethegif processing of either biological
samples or data may include information on:
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a. potential adverse consequences associated with participation for either themselves
or others;

b. circumstances where access to information or material held by the BBGD might be
permittedwithout seeking their consent;

c. the possibility that the research might be of commercial value;

d. information on the research project required in Article 13 ofithditional Protocol
to the Convention on Human Rights and Biomedicine, Concerning efimal
Research (hereinafter the Additional Protocol Concerning Biomedical Research)
(Council of Europe, 2005), includirthe purpose, the overall plan and the possible
risks and benefits of the research project, and the opinion of the ethics committee,
ard:

i. the nature, extent and duration of the procedures involved, in particular, details of any burden
imposed by the research project;

ii. available preventive, diagnostic and therapeutic procedures;

iii. arrangements for responding to adverse events or the confeesgarch participants;

iv. arrangements to ensure respect for private life and ensure the confidentiality of personal data;

v. arrangements for access to information relevant to the participant arising from the research and
to its overall results;

vi. arrangemerstfor fair compensation in the case of damage;

vii. any foreseen potential further uses, including commercial uses, of the research results, data or
biological materials;

viii. source of funding of the research project;

and additionally:

ix. the rights and safeguardeepcribed by law for their protection;
X. right to refuse consent or to withdraw consent at any time.

None of the Nordic countries, or Taiwan, included any specific provisions in relevant
data protection legislation about providing the data subject thematan outlined in (a)d)
above. Rynning suggests that as 8wedishPersonal Data Act requires that data subjects
need to be provided with the Ainformamion n
relation to the processinyg, and rjesctay chhowlbd be provided v
she would need in order to decided whether o
least include information on potential adverse consequences (PRIVILEGED Report Stage 2).
In Taiwan the CPPDPAct does not explicitly require collectors to provide individuaisy
information before collecting personalddtas t here i s no Aduty to il
However, if collection takes place directly from the individuals they will have tell them
something in order to obtain written consent. There are exemptions to the consent requirement
for academic research, and so it could be possible that individuals are not informed at all
about collection and use (see section belowR&asearch Exemptignin the Nordic countries,
there are further information requirements in other laws and orders, described below.

In Denmark the travaux préparatoires o t he Act on Patientsd
when biological samples are collectedconnection with medical care, the patient should be
given information on his or her rights relating to the stored tissues. These are, briefly, the right
tooptout of the further use of samples for new
as the rights to have biological samples handed over or destroyed. According to the
Ministerial Order on Information and Consent in Biomedical Research (relevant to research
using biological samples and dat a) abdutthe i s m:
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rules on confidentiality and privacy protection which applies in regards to the collected
personal datao and #Atheir right to compensat

In Finland, according to the Act on Medical Research and GoverniRegtlation
986/1999 providing information about adverse consequences is required as part of the
general requirements of valid consent in research; information on the circumstances where
access to BBGDs may be permitted without consent is required wisesctess is based on
parliamentary legislation; no information about potential commercial uses is rexhiued
the research exemption would not cover commercial research or product development; and
providing the information required by Article 13 of thelditional Protocol on Biomedical
Research is a general requirement for medical reseHEnelse apply unless the exemptions to
consent in the Tissue Act are used.

In Norway, the Biobank Act stated thatdonors to aresearch biobankishould be
informed aboutpurpose, methods, risks and unpleasant consequencesd (¥@lheim,
Skolbekken and RuytePRIVILEGED Report Stage 2Yhis Act also included the provision
that commercial use always requires specific, unambiguous, explicit, informed consent, so an
individual will be informed about the commercial uses (this requirement may be modified by
the Health Research Act which bans commercial exploitation). The more recent Health
Research Act requires that patients are informed that human biological material osgdbe
for research purposes so that they can decline oo apt from this via a
Regi stero.

In Sweden, the information and consent provisions in the Personal Data Act apply to
research involving the processing of personal and sensitivenpérdata. In relation to
research wusi ng biActloo Bthics dviewspaestpbesis rathet dereralii
terms what i nformation must be provided to
PRIVILEGED Report Stage)2This includes:

- the owrall plan for the research;

- the purpose of the research;

- the methods that will be used;

- the consequences and risks that the research might entalil;

- the identity of the responsible research body;

- the fact that participation in the research is voluntang

- the right of the research subject to cease patrticipating at anylkiitg. (

Foll owing the Act on Biobanks in Medical Car
and stored in a biobank unless the donor has been informed about this intextitre a

pur pose(s) for which the Dbiobank may be useEe
(Rynning, email communication)n circumstances where the samples are collected and
information provisions between the Biobanks Act and the Ethics Review Actapply, the
requirements of both would in principle have to be met.

2.2.3 Provision of Information Post Consent

This section will consider the provision of information to research participants after they
consent to take part in a research project or bigbiackiding access by individuals to their
research results. This section also address.
and biological samples, both from the point of view of relatives (and related third parties), and
other groups such agsearchersTwo interesting topics are consideredBox 6: Right to

Receive Information Which May be Relevant to HealtlBox 7: Right to Access Samples
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- Access to Bsearch Results from a BBGD

Does an individual research subject have the right to access information regarding themselves,
or is the right of access limited in some way? The Data Protection Directive gives the data
subject a right to obtain from the datantroller confirmation and communication of data
being processed, as well as to request rectification, erasure or blocking of the data if it is
inaccurate or incomplete (Article 12(a) and (b)). However, there are three possible research
exemptions to Artile 12 through Article 13. The first is valid if scientific research can be
seen as an important economic or financial interest of the state (Article 13.1(e)). The second
occurs if scientific research is seen as necessary to protect the rights and freedtmass

than the data subject (Article 13.1(g)). Article 13.2 also contains a direct opportunity for an
exemption to Article 12 for scientific research subject to adequate legal safé§udihis
section considers the right to access in the relevaat mtatection laws, followed by other

law governing data and/or biological samples (alsdBsee7: Right to Access Samp)es

In all countries there is a right to access in the national data protection legjsiation
in at leasDenmark Finland, Norway, SwederandTaiwan there is no distinction (in terms of
the right to access) between information which is already known and that which is unknown
at the time of consent. In the case of Taiwan, the right to aocédss CPPDP Act (Article 4)
is similar to that in the Data Protection Directive, and includes the right to: (1) inquire and
request to access; (2) request to acquire copies; (3) request to amend or correct; (4) request to
cease processing and using; &drequest to erase.

In all of the aforementioned countries, except Taiwan, there are exemptions to the
right of access provided in data protection law that can be applied to research. In Taiwan the
right to access cannot be given up in advance onatestrby a contract, and technically no
exemption exists. However, it could feasibly be restricted in one of two ways: the first is that
the individual is not aware of the data collection in the first place, for example due to a lack of
informed consent; rad the second is that the Governmentfgomernment agencies may
reject requests for accessitiid i kel y to i mpair thereRkkeclkel gn
harm substanti al i nt erest s (Artfl2)aOne key exaimplp ar t y ¢
showing the potential effect of a research exemption on the right to access is Denmark, where
because the data protection law applies to both samples and data, the research exemption
means that there is no right of access relating to BBGDs establishedy &wol research
purposes, where there would be to those established for other purposes.

Denmark, Finland, Norway and Sweden all have exemptions to the right to access
based on provisions similar to those found in Article 13.2 and 13.1(g) of the Datati®rot
Directive. I n Denmar k an exemption exists
information is overridden by essential considerations of private interests, including
considerations for the data subject himself (Sections 30 and 32); amm@ stuations
essential public interests may provide for derogations. The right has been restricted by
Finland, Norway and Sweden following the provisions under Article 13(2) of the Directive.
Other justifications under Article 13 include that in Finlaeé right of access is also
restricted where it would cause serious danger to the data subject or rights of others (S.
27.1.2). In Norway it is also restricted when it is either inadvisable for the data subject to gain
such knowledge or for the protectiof the obvious andundamental interests of othe(S.

23(c) and (f)). In Sweden the Personal Data Act states that the right of access may not apply
due to specific provisions in another law or decision under that law (see S.27), and so the

18n particular that the data are not used for taking measures or decisions regarding any padiidiaal, and
as long as there is clearly no risk of breaching the privacy of the data subject (Article 13(2)).
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Secrecy Act agpi es which | imits the right to acces

patient must not be disclosed to him or her, based on thalleal therapeutic privilege, only

applicable in very exceptional cases where the disclosure could cause the patoeninio

suicide or similaro (Rynning, PRIVILEGED Rep
Other laws and orders can modify this position. In Denmark, following the Ministerial

Order on Information and Consent in Biomedical Research, it is mandatory that

the responsible researctis under an obligation to inform research participants about the overall result
of the research projects and of the impact for the individual research participant provided he or she
wishes to be informed and that it is practicable feasible to provide isdiermation for research
participants (Hartlev, PRIVILEGED Report Stage 2).

The right to information 1 n tpdiientspaticipaiomin He al t
a medical trial i's part of t he howeeeatherearet pr o
derogations to this similar to those found in the APPD abdwd.. This means thain

Denmark, if a patient participates in a research project as part of their treatment, the patient
could be entitled to receive information about his/health, and about the possibility of

receiving treatment etc. (see the Act on Health). If a pérsamo is not a patiedt

participates in a research project and the research reveals information that may be important
to the resear ch rsounugteeirfodmsed unlesa hetohshe spebifieallyphas
wished not to be informedih e Act on Patientsd Rights appl
biological samples collected in connection with medical diagnosis od Garé the right to

retrieve biologicak a mpl es and/ or order their destructi
rights of selfdetermination (s.184 8 i ) . However, A[t] his right
public interests speak in favour of keeping the sample stored, but it is premoediiin the

travaux préparatoireso the Act that a request for retrieval or destruction as a rule should be

me t 0 Bdx¥:eRe@ht to Access Samp)esnformation relating to these rights are provided

to patientsn a general format, séox 3: Nordic Countries and Opting Caltove.

In Finland the Act on the Openness of Government Activities is relevant to accessing
health records kept in a public hospital. Access is dichity certain exemptions including that
it would be contrary to a very important public interest, the interest of a minor, or some other
very important private interest (Sectionsi 18). There is no Article 18tyle access to
biological material in Finniskegislation.

In Norway, the Personal Health Data Filing System Act applies to health information
processed by public health services, and affords no research exemption from the right to
access information. The lack of a research exemption in the HeatithAot could be seen as
incompatible with the Personal Data Act. Section 14 ofBimbank Act(on withdrawal of
consent) applied the Personal Health Data Filing System Act to information held in BBGDs,
including health and personal data derived from desaBection 14 also provided that the
donor is entitled to access biological material stored in BBGDs in order to require destruction,
erasure or return of the material. AHowever
processed and already paftscientific products and work and if the material is anonymous
(Kvalheim, Skolbekken and Ruyté? R1 VI LEGED Re pTaeniore &eteatdaon2 ) . 0
Medical and Health Research contains a similar provision in relation to biological material in
Section B, and the right to access information extracted from the sample and to personally
identifiable health information in general is set out in Section 40.
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Box 6: Right to Receive Information Which May be Relevant to Health

PRIVILEGED members were asked whether relevant laws contain a requirement that individuals be g
opportunity to receive research results which may be relevant to their health, agpaw the Article 12tyle

right to access. IRinland Norwayand Swederthere is no specific duty in the law to provide relevant resu
In Finland, the possibility is not mentioned in legislation, however, the Act on Medical Research implig
international recommendations on medical research should be followed, and sharing relevant data wi
research subject is mentioned as an obligation of the investigator in the World Medical Assod
Declaration of Helsinki. In Norway there is no legdigaition to provide the research subject with any resu
that may be relevant to their health, but on the other hand there is no prohibition against this eif
Practice may also indicate that research findings should be reported. In Sweden therepiscific sluty to

provide research findings, however, research ethics committees require that in the written information
given to research subjects, it should be

& €drly stated in what manner those participating in the research can have accdssitpérsonal
data (the results of their own analyses) or the results of the entire study (e.g. publication i
22dz2Ny+Hf 2F GKS tFdASydaQ !'aaz20AlaAz2yT AYyT
made clear that those participating ihe research can ask not to be told the results of any anal
AT G K S &Ryanihg, smalk dorhimunication).

There are some relevant legal provision®enmark If a patient participates in a research project as part
their treatment, the patient isentitled to receive information about his or her health (Act on Health).
persort who is not a patient participates in a research project and the research reveals information
YEe 0SS AYLERNIFYyG (2 GKS NBaSl Noredinzsssehs @ gha dpecikiGl
has wished not to be informed (Hartlev, email communicatidie Act on Quality and Safety in Regards
Human Tissue and Cells, which implements Human Tissues and Cells Directive 2004/23/EC,
provisionsinrdl i SR | RYAYA&UNI (A GS itarNdRi Niirified 4 RhicH elteri thd dbng
is entitled to accessor obliged to receive information which has been revealed about his or her health
O2yySOilAz2y 6AGK |yl { BateviPRVEEGER Repart/Stage®S & Y LI S 3

- Access o Ot her Peopl eds Data and Sampl e:

| f genetic data ar e s hMultiplelDath &Subjgeacs afdsGeoap s e c t
Datg, it could be possible that Article 42yle access rights apply to relats (or other
related subjects) for certain types of data and perhaps even the samples stored in BBGDs.
PRIVILEGED members were asked whether legislation in their countries gives access rights
to individuals when they themselves were not the researchcsubj@s question is first
considered from the point of view of relatives (and related third parties), and secondly from
the perspective of other groups such as researchers.

In Finland, Norwayand Taiwanit seems possible in principle that individualsyntee
able to access research results when they are not themselves the research subject, following
data protection | egislation. I n Taiwan it do
are sufficient to identify a specific person, they may haseess. Ir'Swedenthe answer to
this question is not clear; nor has it been tried. However, the disclosure of genetic information
to relatives has been discusdeahd the disadvantages of informing relatives have been
estimated to outweigh the potentialnbe f 1 t s . Thus relatives have
informationabout the hereditary traits found in the genome of the index patient, should this be
against his/ her wisheso(Rynning, PRI VI LEGED
disclosing genetiin information to relatives is the fact that providing them information on an
increased risk of hereditary disease indirectly discloses health information about the primary
research subject. IDenmark the opposite approach has been taken to some ewtaiie it
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is true that the Article 12 right to access in the Danish APPD only applies to data related to
the data subject and not to data related to other persons; if a BBGD was constructed as part of
a trial related to the treatment of an individual, 2896 revision to the Act on Health may

all ow relatives access to that i nformati on
without the individual 6s consent, P f it is
and careo of W PRVILEGED ReportSeage@)Har t | e

In relation to accessing the biological materials of relatives, it is often the case that
only the donors may exercise any rights relating to them, for example iNdiveegian
Biobanks Actaccess to biological samples fire guise of withdrawing consent by requesting
destruction or return of the material) was only possible for the donors themselves. A different
perspective is found in the Finnish Tissue Act, which includes provisions allowing relatives
access to stored bagical samples, even when these have been originally taken for medical
research. When access is needed to festabl i s
in another persono (Section 20), i n general,
required. However, if the person has died, the health unit or unit for whom the samples were
collected shall decide whether to give up the biological sample for this pérposess the
deceased prohibited it when alive (see Box 1. Advance Directivesusasdn Relation to
Research).

There are also examples in legislation of allowing a different type of access to samples
or information stored in BBGDs. In Norwathe Act on Medical and Health Research
recognises a legitimate interest for accessrdgearters to data and human biological
material® in fact creating a legal obligation on the institution, person or body responsible to
give other researcheagcess to biological material either from research biobankeatment
and diagnostic biobanks (Semts 28 and 31) The research project needs to have been
approved by a RREC. This obligation exists unless the institution itself needs the samples, or
for other specific reasons. One of these reasons could be that the proposed research does not
comply with the original purpose of the research biobank, which implicitly considers the
degree of deviation the proposed use has from the original information given to, and consent
obtained from, the donor3he right to access is supported by a possibility to ape
decision to the REC that approved the research biobank if access to it is denied. There is no
specific provision in this Act regarding the need to inform research participants of this type of
tissue sharing.

Similar provisions also exist in relah to data. In Sweden, following the access to
official documents legislation, researchers may obtain access to health data, subject to quite
strict privacy provisions. However, there are no comparable legal rights for researchers to
access the samples.cAse was tried under the Swedish Administrative Supreme Court testing
whether a blood sample could fall under the definition of a docdfriarthe Freedom of the
Press Aad it did not.

7 provisions in the earlier Biobanks Act also allowed dissemination of biological samples to research projects
when the purposes were seertaspatible.

BHany written or pictorial matter or recording which
using technical ai dsdo ( Rynni rsgedishBoplevid Admigidr&live Reuptx r t St
Regeringsrattens Arsbdl©94,note 465.
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Box 7: Right to Access Samples

PRIVILEGED members were asked about the extent to which rights of access to samples are allowg
legislation; answers from Denmark, Finland, Norway and Sweden are below. In two of the countries t
no Article P-style access to biological materi&irflandand Swedei. In Sweden the Act on Biobanks, whig
FLILX AS& G2 al YLX Sa 02ttt SOGSR 4AlGKAY GKS | OGAD
right of access to the sample and itwould¥ee dzy' f A {1 St & GKI G Fyeé 2308KSNI N
(Rynning, PRIVILEGED Report Stage 2). However, following the Biobanks Act, on withdrawal of
individuals can request to have the sample destropedanonymised (but the final choice sts with the
0A20FY]l FTRYAYAA(GNI G2Nb P ¢KAA aKz2ga GKIG NRIKG
O2yaSyide¢ Ofl dzaSa Ay NBt Ngriay ivhefe sestidrsd of thBiabank Ack anthé
Health Research Act on withawal of consent allow donors of biological material to request destructior
the material (which does have some exemptions, Beg 5: Withdrawal of Consent

Access rights in relation to samples are sometifdes S NI @ I 6Sff SR I &
GARSHESNYA Y IDedmaigé @i KISy ' OG 2y tFGASydaQ wi3akKaa
connection with medical diagnosis or care. The rights to retrieve tissue samples and/or order
destruch 2y A& Ay Of dzZRSR I a LI -Ndermihdioni(Ki8em IR O ®SYy @& Q0N
can be set aside if substantial public interests speak in favour of keeping the sample stored, b
preconditioned in thetravaux préparatoireto the Act that a request for retrieval or destruction as a ry
aK2dzZ R 0SS YSié¢ o601 FNIfS@PS twL+L[9D95 wSLI2NI {
patients in a general format (sé&@ox 3: Nordi€ountries and Opting Out

There are some concerns in both Norway and Denmark about the impact of allowing indiv
access rights in relation to their samples. lllustrative of this is that the National Committee for Res
Ethics in Medicine (NEM@amongst others in Norway, have pointed to the possible problems g
LI NIHAOALI yiQa NRARIKGEA 2F | O00Saa G2 NBaSkNOK R
demand that the biological material be deleted and the information (produce@rnmslysing the biologica
material or collected in relation to the material) be deleted or handed over, may have some unintende
severe consequences on medical research.

2 KAES (GKS O2dzyGNASA YIe& KI@S y2 LINGD isampled it
may be possible for family members bave access if the individual gives consent, or with authorisatiq
they have died. This is the case in the Finnish Tissue Act (see the section belosessi 2 h G K S N|
Data and Samples in a BBGD

2.3Research Exemgions

This section uses the exemptions set out in the EC Data Protection Directive as a framework
to discuss the exemptions for research (and their safeguards) found in regulations governing
privacy in relation to research involving BBGDs. It follows tkey exemptions in the
Directive and outlines modifications in other laws, where they have been provided. This
section should be seen as an introduction to the topic, further work should be done to make it
comprehensive.

The Data Protection Directive indas specific exemptions for research purposes to
certain provisions, and notes the type of safeguard to be applied:

Purpose specification principle (Article 6.1())story, statistical, and scientific purposes are not
incompatible with initial purposesafth appropriate safeguards which must in particular rule out
the use of data in support of measures/decisions regarding any particular individual, Recital 29);

Not kept in identifiable form longer than necessary (Article 6.1(Elstorical, scientific ad
statistical purposes stored for longer periods must apply appropriate safeguards);

Right to information when data are not collected from the data subject (Articlarfidle 11.2
provides two exemptions: one featistics, historical or scientific reaech when it is impossible or
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a disproportionate effort, and the second if the recording or disclosure is expressly laid down by law
(appropriate safeguards required);

- Right of access (Article 12Article 13.2 exemptiaghusing a legislative measuevhen daa are
processed solely for scientific research or kept for statistics (there must be no risk of breaching the
privacy of the data subject and adequate legal safeguards must be provided, in particular that the
data are not used for making decisions aboatitidividual).

There are other exemptions in the Directive potentially relevant to research. For example, if
something isnecessaryto safeguardhe protection of the data subject or of the rights and
freedoms of other@rticle 13.1(g)), this could be ergt from: the data protection principles,
including the requirement tprocess data fairly and lawfulfy/(Article 6.1(a)); theright to
information when data are collected directly from data subject (Article 10) or indirectly
(Article 11); and theight of access (Article 12). Other exemptions in Article 13.1 may also
apply to research, and according to Article 28(4) of the Directive, every supervisory authority
should hear checks on the lawfulness of processing when Article 13 is used.

Other potential exaptions for research include when it can be seen as linked to
provision of care or treatment (Article 8.3 Processing Conditions for sensitivie dataent
may therefore not be required) or a public interest/substantial public interest (Article 7(e)
Procesmg Conditions/Article 8.4 Processing Conditions for sensitive data, again meaning
consent may not be required). In the case of Article 8.3 above, the data must be processed by
a person subject to an obligation of secrecy, and for Article 8.4 suitabfpuaede must be
provided (and it must be notified to the European Commission).

This section focuses initially on exemptions to the right to information for research,
including consideration of the exemption to the purpose specification principle, thke Artic
11.2 research exemption, and Article 13 exemptions that further affect the right to information
in research. The second topic is the principle that data are not stored in identifiable form for
longer than necessary (Article 6.1(e)), followed by a sumnudirthe exemptions to the
Article 12 right of access. Relevant exemptions to the Article 7/8 processing conditions are
then considered, and the section concludes with information on the general safeguards
provided in the relevant laws.

2.3.1 Exemptions to theRight to Information

Members of the PRIVILEGED project were asked whether there is a research exemption to
the requirement to notify an individual if their personal data are processed for historical,
statistical or scientific purposes. Most countriesl $hat there was such an exemption which
would be subject to safeguard®efmark Finland, NorwayandTaiwan), or even that the law

did not contain one, but had been interpreted in such a way that it exists for scientific research
(Iceland. As this exempbn could be applicable to different facets of the right to information,
the section separates discussion of the purpose specification principle (especially when
processing for research purposes is anticipated), the Article 11.2 research exemption
(including the distinction, if any, between Article 10 and 11 cases), and the Article 13
exemptions that affect the right to information.

19 Technically, implementing an exemption to Article 6.1(a) could impact upon the whole law. This is because
the scope of this Article could be interpreted broadly to mean application of the whole of the law, or narrowly
that lawfully and fairlycover only specific requirements of the law. In the Directive, for lawful processing,
according to Recitals 336, Articles 7 and 8 are relevant. For fair processing, according to Article 38, Articles
10 and 11 are relevant.

Distributed under creative commons licence bync-sa(UK:England & Wales) Jessica Wright 33
For licence details sdwtp://creativecommons.org/licenses/byc-sa/2.0/uk/



privileged

privacy in law, ethics and genetic data

- The Exemption to the Purpose Specification Princifile

Article 6.1(b) of the Data Protection Directive states that perstatalmust be

collected for specified, explicit and legitimate purposes and not further processed in a way incompatible
with those purposes. Further processing of data for historical, statistical or scientific purposes shall not
be considered as incomgaé provided that Member States provide appropriate safeguards.

If implemented, the exemption for scientific purposes potentially means ftindier
processing of collected data for statistical or scientific research has a general legal basis in the
Directive. This interpretation could also mean that a broad or general consent relating to
scientific research may be allowable. A further interpretation may be that an individual does
not have to be informed about proposed further use for statistical orifscieesearch
purposes, even when these are anticipated at the time of data collection. On this topic,
PRIVILEGED members were asked whether there are any circumstances when an individual
would not have to be informed of an intention to process data fiensfic purposes when

that intention is known at the time of data collecicand whether there are specific contexts
when this applies, such as collection for forensic purposes. The position in each country in
relation to these potential interpretationsdawider questions are discussed individually
below.

In Denmarkthe APPD includes the exemption to the purpose specification principle
with the same wording as the Directive, Al c]
processing of data fohi st ori cal , statistical and scien
Following this provision, there is no requirement to inform individuals of anticipated further
research purposes when the data are collected. This position must be seen in the context of
two other Acts. The Act on a Biomedical Research Ethics Committee System may require
informed consent when bodamples and data are used together (and a Ministerial Order on
Information and Consent in Biomedical Research makes it necessary to informclresea
participants on certain topics). In the case of research based only on the use of biological
samples informed consent may be not be required by the REC if it is disproportionately
difficult or impossible to obtain, subject to certain safeguards. Finaltcording to the

travaux préparatoires o t he Act on Patientés Rights, p a
collection in connection with medical care should be given general information on the
possibility of opting ocwte &fegfisntehe®r use Vvi a

In Finland, the exemption to the purpose specification principle exists in data
protection law. This means that scientific research is alwapsidered to be a compatible
purpose with the initial purpose of data processing, and theliéfiata are collected and you
may process it for research | ater, you donot
be modified for research involving data (except archived data) or samples by the Act on
Medical Research that requires informed semt. The Finnish Tissue Act may also require
informed consent in relation to tissues taken for medical and diagnostic purposes, and their

“The term fipuirpmsper ismpeicplfééc awas first used in the OEC
and Transborder FIl ows of Personal Data (1980) and me
collected should be specified not later than at the time of datectiolf and the subsequent use limited to the

fulfilment of those purposes or such others as are not incompatible with those purposes and as are specified on

each occasion of change of purposeo (Sectiope 9); t
Convention for the Protection of Individuals with Regard to Automatic Processing of Personal Data (1981) to
fistored for specified and | egitimate purposes and not

5(b)). The meaning of the termsrbaefers to the principle in Article 6.1(b) of the Data Protection Directive.
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further use, but also contains some research exemptions (see section alftaticoitar
Processing Operations Either Requiring or Not Requiring Specific Cdnsent
In Norwaythe exemption to the purpose specification principle exists in the PDA, but
Oi n slightly different t er ms t han ¢ hote Dire
i ncompatible Aif the public interest I n the
di sadvantages this involves for nat ur al per
Ruyter, PRIVILEGED Report Stage 2). Interpretation of this safegusisirict, and many
research projects need to give specific information on purposes and uses to data subjects, as
well as obtaining renewed consents for further research purposes. In Norway, if potential
further processing for scientific purposes is knoatrthe time of collection, this should be
di sclosed to the individual. AThe decisions
area support this viewhid.) o . The recent Act on Medi cal an
broad consent (with referea to the degree of purpose specification) for the processing of
both health information and biological material, when approved by a regional REC. This is a
result of a gradual change in legal practice from a very strict application of the principle of
pumpose specification to less restrictive Gheor example, theBiobank Acthad a less
restrictive approach than the PDA and all ow
reduced the need for prior approvals and enabled researchers to further prologgsabi
samples and information derived from those samples for research. However in Norway, in
relation to consent for the use of genetic information in reséattod Biotechnology Act does
not foresee any exemptions relevant to research.
In Swedentheexemption to the purpose specification principle exists in the Personal
Data Act, with the safeguard that the data can only be used to take decisions about a person
with consent or due to an extraordinary reason linked to the vital interests of the person.
Rynning does not agree that the data subject would not need to be informed of research
processing which could be foreseen at the time of collettiohy would a data controller
knowingly withhold information that may affect the ability of the data suligenact their
rights (email communication)? The information and consent provisions in the Personal Data
Act apply to all researckelated processing of data in Sweden (unless the REC allows
exemptions). In relation to samples collected and stored by Ith lesme provider, or for
research, explicit consent of the donor is the general rule. However, there may be an
exemption from information and consent provisions in relation to researgresiously
collected biological material, following the Act on HikiReview of Research. The Ethics
Review Board would assess whether all owing 1
bal ance of potential risks and benefitso (Ry
In Taiwan there are no information requirements imetCPPDP Act, therefore
individuals do not need to be informed about anticipated processing for historical, statistical
or scientific purposes. Following the Act, public or Governmental agencies can use personal
data if necessary for academic researchif is beyond the specified purposes of collection,
as | ong as this does not har ngovarnmental agenciéesd ual 6
also follow a similar provision.

- The Article 11.2 Exemption

Article 11.2 of the Data Protection Direativncludes two exemptions from the obligation to
provide information when data have not been collected from the data subject:

L For more information on this topic see Kvalheim, Skolbekken and RiB®&¥ILEGED Report Stage 2.
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Paragraph 1 shall not apply where, in particular for processing for statistical purposes or for the
purposes of historical orcentific research, the provision of such information proves impossible or
would involve a disproportionate effort or if recording or disclosure is expressly laid down by law. In
these cases Member States shall provide appropriate safeguards.

The first xemption is for statistics, historical or scientific research when providing
information is either impossible or a disproportionate effort; and the second applies if the
recording or disclosure is expressly laid down by law. An initial consideration itharhe
there is a distinction between Article 10 and 11 cases in the country laws implementing the
Data Protection Directive. This is because if there is no difference, the Article 11.2 exemption
may be interpreted to apply in both cadadact Denmark Finland Norwayand Swederdo

have a distinction in the data protection law between the Article 10 and Article 11 cases. In
Taiwan there is no requirement to inform data subjects at all, and therefore no distinction
between Article 10/11 cas®&ghus Taiwan Wl not be included in the rest of this section.

The second question is whether the countries have implemented the two exemptions
envisaged in Article 11.2, and if so, how they apply to research. The data protection law in
Denmark, Finland, Norway and Swesdall implemented both exemptions. Each country is
considered separately to outline the implications of the exemptions, and the relevant
safeguards. Inhe Danish APPD, the first exemption applies where the provision of
information proves impossible or wil involve a disproportionate effort, without adding that
this is particularly the case for processing for scientific researchisTgenerally considered
to be the case in connection with laigmle research projects based on data files. This limits
the obligation to inform. However, other laws require information and/or consent in the
context of research (see section aboveParticular Processing Operations Either Requiring
or Not Requiring Specific ConsgntOne interesting point is that research projects taking
place using personal information alone (for example based on-deaiee databases) or
biological samples alone (for example on Biobanks) may be more likely to fit into a research
exemption to providig information on the processing, than those involving both samples and
data together.

In the Finnish APD, the first exemption applies where the provision of information
proves impossible or would involve a disproportionate effort, without adding tlgisth
particularly the case for processing for scientific research. The safeguard is that the data are
not used for decisiemaking. Interpretation of the exemptions for processing where data are
collected on the basis of law leads one to conclude tha&x#mption applies to the registries
made with patient records from public healthcabese provisions may be modified for
research involving data (except archived data) or samples by other relevant Acts described
above. Research on archived data mayreearea where a research exemption to providing
information often applies.

Following the Norwegian PDA, the first exemption applies where the provision of
information proves impossible or would involve a disproportionate effort, without adding that
this is particularly the case for processing for scientific research. The second exemption
includes a law that applies to six national health registers. However, in Norway information
and consent requirements are enforced strictly, and also the Biotechnologipescinot
foresee any exemption to consent if genetic information is used for research purposes. There
has been some gradual relaxing of rules in Norway, both in law and practice (Kvalheim,
Skolbekken and RuytePRIVILEGED Report Stage 2). ThBiobank Act (Section 13)
all owed further processing if It i's NI mposs
explanatory report mentions the Athe danger
do not sign upo, withheda hfei mteesrud ¢t & haft g di ernpqa
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when evaluating this provisionib{d.). The recent Act on Medical and Health Research
(applicable to both health information and biological material) also contains these
exemptions.

In the Swedish Personal DatactAthe first exemption applies when providing
information proves to be impossible or a disproportionate effort, with the safeguard that such
information must be provided if the data are used to make decisions on the data subject.
Under the second exemptisspme provisions in the Personal Data Act itself apply, allowing
disclosure of sensitive data for certain purposes, unless otherwise provided by rules on
secrecy and confidentiality. Other laws may modify these information requirements, see
above.

- Atrticle 13 Exemptions Which Affect the Right to Information in
Research

Several of the exemptions provided in Article 13.1 of the Data Protection Directive may
restrict the right to information in the context of research, including for:

€ (d) t he ingestigatioa, detdctmmgnd prosecution of criminal offences, or of breaches of

ethics for regulated professions;

(e) an i mportant economic or financi al interest o
(9) the protection of the data subject or &f tights and freedoms of others.

This section will consider the use of these provisions in the context of research in each
country. In theDanish APPD, both Articles 10 and 11 can further be exempted from for
public, defence, security or judicial purposasad justification for these exemptions may be
through Article 13.1 of the DPD. These exemptions must be seen in the light of the more
specific | egislation in this area oFmlandi omedi
the APD states that HoArticles 10 and 11 can further be exempted from for public, defence,
security or judicial pur poses. Article 11
damages or inconveniences the data subject o
the safeguard that the data are not used for deamsaking (Section 24.2.3). Justification for
this exemption may be through provisions in Article 13.1 of the DPD, although it originated
from an older Finnish act. These exemptions must be seen in hefighe more specific
legislation in this area on medical research and tissuedNolmvay the PDA contains
exemptions to the information provisions if it is inadvisable for the data subject to gain such
knowledge (S23(c)), or in order to protectthetigh and freedoms of ot her
and fundament al private or public interestsc¢
Health research may update these requirements.

In Swederthere is an exemption to the Article 10 or 11 right to infation in the
Personal Data Act when prescribed in a Statute, other enactment or decision under enactment.
Of particular relevance is the Secrecy Act (Chap. 7, S.3) when information concerning
patientds state of heal t hfitisipadit¢ularty otnportdntethatd i s c |
with regards to the purpose of care or treatment, it is withheld. Under the same Act reports
may be withheld if disclosure would create danger to the person or mean that someone close
to them would be subjected to viot®e or serious harm (Chap 7, S.6). These exemptions
apply to all researehelated processing of data in Sweden.
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2.3.2 Atrticle 6.1(e)

Article 6.1(e) of the DPD provides that data must be:

(e) kept in a form which permits identification of data subjectanfolonger than is necessary for the
purposes for which the data were collected or for which they are further processed. Member States shall
lay down appropriate safeguards for personal data stored for longer periods for historical, statistical or
scientfic use.

This provision requires appropriate safeguards to be put in place when data are stored for
scientific research purposes following Article 6.1(a), while acknowledging that the data may
be stored for longer periods for these purpésaseven with lhe intention of use for such
purposes. This section describes whether the provision exists in the country data protection
law, and if so, what the safeguards are. There is one country where the provision does not
refer to safeguards or longer storage fwetific use® Denmark In Taiwan where the law

is structured differently to the model offered by the Data Protection Directive, there are no
provisions addressing data storage. Howeverfimland, Norway and Swedenthere is a
relevant provision. The wdimg and safeguards vary in each country, addressed separately
below.

In Finland, there is an exemption in the APD when data files no longer necessary for
operations of the data controller are to be destroyed, if either other provisions have been
issued ina law, or the files are to be archived. There is a procedure to archive a data file
Awhich is significant for purposes of scien
institution, after permission is granted from Archives authority (S. 35H.Data Protection
Ombudsman may give an opinion on the archiving operation. In Norway, an exemption exists
in the PDA for storage of data for researct
interest in the data being stored clearly exceeds theddantages this may entail for the
person concernedo (S. A& dn. Medical \ared \Health, Rededrahh  mo r
prohibits the storage of unnecessary health information in Section 27, with no exemption for
research, in contrast to the PersonataD&ct. The Act further states that regional REQasy
allow data to be kept for longer for research, leaving the position ambiguno8sieden, a
relevant exemption exists in Section 9 of the Personal Data Act; however, the personal data
may not be kept foa longer period than is necessary for the historical, statistical or scientific
purposes. The data can only be used to take decisions about a person with consent or if there
is an extraordinary reason linked to the vital interests of the person.

2.3.3 Article 12: Right of Access

Section2.2.3above onProvision of Information Post Consediscussed the right to access

data and samples in the relevant countries in detail, including meftiba relevant research
exemptions. To summarise, all countries included a right to access data in the law
implementing the Data Protection Directive. All countries have research exemptions to this
provision similar to those found in Article 13.2 and1¥8)** of the DPD. This is apart from

Taiwan where the right of access cannot be given up in advance or restricted by a contract,
and technically no exemption exists. However, in Taiwan enacting the right is limited by the
amount of information received ltlge data subject (there is no duty to provide information),

and the request for access does not need to
to harm substanti al i nterests of a third par

22 However, in Sweden this type of exemption exists through the applicdtiba Secrecy Act.
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